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About the Citizen Lab, Munk School of Global Affairs & Public
Policy, University of Toronto

The Citizen Lab is an interdisciplinary laboratory based at the Munk School of Global
Affairs & Public Policy, University of Toronto, focusing on research, development, and
high-level strategic policy and legal engagement at the intersection of information and
communication technologies, human rights, and global security.

We use a “mixed methods” approach to research that combines methods from political
science, law, computer science, and area studies. Our research includes investigating
digital espionage against civil society, documenting Internet filtering and other technol-
ogies and practices that impact freedom of expression online, analyzing privacy, security,
and information controls of popular applications, and examining transparency and
accountability mechanisms relevant to the relationship between corporations and state
agencies regarding personal data and other surveillance activities.

Content Warning: This report examines digital transnational repression with a focus
on its gendered dimensions and impacts. It includes discussions on topics such as
online harassment, targeted surveillance, and intimidation tactics that disproportion-
ately affect women, LGBTQ+ individuals, and marginalized communities. Readers may
find descriptions and analyses of these repressive tactics distressing and potentially
triggering, especially those with personal or family histories related to such experiences.
We encourage readers to approach the report with care and to access support if needed.
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Introduction

Background to our Research Program on Digital Transnational
Repression

Noushin’s story!

Noushin works for a news website run by Iranian journalists in the diaspora. She
covers the human rights situation in Iran and the regime views her reporting as

a threat. She regularly receives phishing messages attempting to hack into her
email and social media accounts. Noushin is also frequently subjected to online
harassment and sexist insults. She has received threats from hostile accounts
that describe raping her, putting her in a bag, and taking her to Iran. Yet, the most
chilling attack came when someone found her son’s social media profile and sent
him explicit images, threatening to assault his mother in front of him.

Noushin believes these attacks - which are sometimes amplified by websites
affiliated with the Islamic Republic’s hardliners - are orchestrated by the Iranian
regime and its supporters. Her parents, who live in Iran, have been threatened too.
To Noushin, these digital threats are deeply troubling. “They aim to diminish your
self-confidence and push you out of the space you occupy,” Noushin told us. When
under attack, she reduces her social media presence, struggles to focus, and feels
vulnerable. She fears that she may be physically assaulted even in Europe.

Disturbing as it is, Noushin’s experience - which has been captured by the term digital
transnational repression - is unfortunately not unique. Digital transnational repression
arises when governments use digital technologies to surveil, intimidate, and silence
exiled and diaspora communities. It has emerged as a critical area of concern in the
context of digital threats against human rights, shrinking civic space, and authoritarian
interference in democratic societies. It is part of the broader practice of transnational
repression, which refers to states using methods such as harassment, coercion-by-proxy,
kidnapping, and extraterritorial killings, in order to control and silence dissent outside
their territory.?

1 The participant has been assigned a pseudonym to protect their identity.

2 See Freedom House (undated), “Transnational Repression,” <https://freedomhouse.org/report/
transnational-repression>; Nate Schenkkan and Isabel Linzer (2021), “Out of Sight, Not Out of
Reach,” Freedom House <https://freedomhouse.org/sites/default/files/2021-02/Complete_FH_
TransnationalRepressionReport2021_rev020221.pdf>. On coercion-by-proxy, see Fiona Adamson
and Gerasimos Tsourapas (2020), “At Home and Abroad: Coercion-by-Proxy as a Tool of Transnational
Repression,” Freedom House <https://freedomhouse.org/report/special-report/2020/home-and-
abroad-coercion-proxy-tool-transnational-repression>.
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The Citizen Lab’s Research on Digital Transnational
Repression

The Citizen Lab’s research on digital transnational repression began in 2010 as a four-year
study on targeted digital threats against civil society groups, which included Tibetan
community organizations in exile.? At the time, no term was specifically used to describe
the practice of authoritarian states systematically targeting human rights defenders both
within and outside the state’s territorial borders. In 2018, researchers from The Citizen
Lab analyzed the device of Saudi activist Omar Abdulaziz, a Canadian permanent resident
whose phone we discovered had been infected with Pegasus spyware while he was
studying in Montreal. Abdulaziz, along with other Pegasus targets, described the exten-
sive negative emotional and social repercussions of such digital attacks while in exile.*

In the wake of these discoveries, The Citizen Lab initiated a specific research stream to
further investigate this practice of cross-border digital targeting, starting with a study on
digital transnational repression against exiled and diaspora communities in Canada.® In
conducting this research, we observed that women, in particular, faced a unique form of
targeting that sought to shame and intimidate them through derogatory comments and
other threats related to their gender, bodies, and sexuality. The Citizen Lab’s interest in
pursuing this particular issue - the impact of digital transnational repression on women
human rights defenders in exile - inspired the present report.

Examining New Dimensions: Gender-Based Digital
Transnational Repression

Building upon our prior research and the contributions of other scholars to this field, the
aim of this novel study is to understand the security risks and harms caused by digital
transnational repression against exiled and diaspora women human rights defenders.
We use the term “women human rights defenders” broadly to describe women in exile or
in the diaspora working on any human rights issue in relation to their country of origin.
Thisincludes human rights activists and individuals who may not self-identify as human
rights defenders per se, such as journalists, researchers, or other members of the public.

3 Masashi Crete-Nishihata, Jakub Dalek, Ronald Deibert, Seth Hardy, Katharine Kleemola, Sarah
McKune, Irene Poetranto, John Scott-Railton, Adam Senft, Byron Sonne, and Greg Wiseman (2014),
“Communities @ Risk: Targeted Digital Threats Against Civil Society,” The Citizen Lab <https://
targetedthreats.net/>.

4 Bill Marczak, John Scott-Railton, Adam Senft, Bahr Abdul Razzak, and Ronald Deibert (2018), “The
Kingdom Came to Canada: How Saudi-Linked Digital Espionage Reached Canadian Soil,” The Citizen
Lab <https://citizenlab.ca/2018/10/the-kingdom-came-to-canada-how-saudi-linked-digital-espionage-
reached-canadian-soil/>; Access Now (2020), “From India to Rwanda, the Victims of NSO Group’s
WhatsApp Hacking Speak Out,” <https://www.accessnow.org/nso-whatsapp-hacking-victims-stories/>.

5 Noura Aljizawi, Siena Anstis, Sophie Barnett, Sharly Chan, Niamh Leonard, Adam Senft, and Ronald
Deibert (2022), “Psychological and Emotional War: Digital Transnational Repression in Canada,”
The Citizen Lab <https://citizenlab.ca/2022/03/psychological-emotional-war-digital-transnational-
repression-canada/>.
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The focus of our research is on human rights defenders who identify as women (cis/trans),
non-binary, and gender-diverse individuals.

Drawing on the lived experiences of 85 women human rights defenders originating from
24 countries of origin (which we also refer to as home countries in the report) and residing
in 23 host countries (which we also refer to as countries of residence or host states), we
examine how gender and sexuality play a central role in digital transnational repres-
sion. We refer to this specific dimension of transnational repression as gender-based
digital transnational repression. This study contributes to existing research on transna-
tional repression and authoritarianism by investigating the specific ways in which state
and state-affiliated actors deploy digital technologies and weaponize gender as a tool
of repression against women human rights defenders residing outside their countries
of origin. We shed light on new forms of technology-facilitated gender-based violence
against political exiles and diaspora members and the impacts of this practice on targeted
individuals and communities.

We find that exiled and diaspora women human rights defenders targeted through digital
transnational repression face not only the same digital threats as men human rights
defenders, but also gender-specific forms of online harassment, abuse, and intimida-
tion. These threats lead to disproportionate harms that range from professional setbacks,
stigmatization, and social isolation to the erosion of intimate relationships, profound
emotional distress, and psychological trauma. Gender-based digital transnational repres-
sion also frequently involves the amplification and exploitation of entrenched patriarchal
norms around women’s bodies, sexuality, behaviour, and notions of family honor, poten-
tially leading to further forms of violence and discrimination.

Scholarship on technology-facilitated gender-based violence commonly attributes online
violence against women to misogynistic ideas and patriarchal norms in society which are
reproduced and extended through digital technologies.® Our research highlights how
state or state-affiliated actors build on such misogyny and patriarchism to instigate and
perpetrate repressive acts with a distinct political purpose: to silence criticism and dissent
beyond their borders.

The involvement of state or state-affiliated actors in these practices further exacerbates
the power asymmetries between offenders and victims, increasing the risks for the safety,
security, and fundamental rights of the targeted women. States have the resources and
political will to engage in invasive surveillance or mount coordinated online defamation

6 See, for example, Henry, Nicola and Anastasia Powell (2015), “Embodied Harms: Gender, Shame,
and Technology-Facilitated Sexual Violence,” Violence Against Women 21(6); Suzie Dunn (2020),
“Technology-Facilitated Gender-Based Violence: An Overview,” Centre for International Governance
Innovation <https://www.cigionline.org/publications/technology-facilitated-gender-based-violence-
overview/>.


https://www.cigionline.org/publications/technology-facilitated-gender-based-violence-overview/
https://www.cigionline.org/publications/technology-facilitated-gender-based-violence-overview/

and harassment campaigns that can leave severe impacts on the psychosocial wellbeing
and professional career of targets. Further, they are also likely to act upon online threats
against an exiled human rights defender, for instance by harassing, detaining, or even
killing her family in her home country, inciting regime loyalists and chauvinist groups in
the diaspora, or sending hired thugs to physically assault her. Finally, states are harder
to hold to account due to the fact that, contrary to individuals or companies engaging
in online violence against women, they may benefit from immunity from civil proceed-
ings in domestic courts.

In addition, the intersecting identities of those targeted by gender-based digital trans-
national repression - namely, their gender, race, ethnicity, immigration status, and
socio-economic class in the host country,” among others - lead to compounded vulner-
ability. Exiled and diaspora women human rights defenders often lack robust social
networks and support structures in their host societies, leaving them further isolated
and exposed to state repression. Their social ties to diaspora communities that may
already have restrictive views on the public activity of women, as well as the increasingly
hostile migration policies of host states, can further limit protection against the long arm
of a repressive home state.

These unique dimensions of gender-based digital transnational repression call for
responses that take into account both the intersectional risks to women targeted with
online violence and the specific challenges of tackling transnational repression. By
examining the interplay between digital technologies, authoritarianism, and gendered
threats against exiled and diaspora women human rights defenders, our research sheds
light on the dynamics and impacts of gender-based digital transnational repression and
will inform the development of more effective strategies for prevention and mitigation.

Report Structure

This report is organized as follows:

> Section 1: provides an introduction to transnational repression and gender-
based digital transnational repression and highlights gaps in research to date

> Section 2: describes the research methods and challenges or limitations in
undertaking this research project

> Section 3: discusses the methods and impacts of gender-based digital
transnational repression through an analysis of 85 interviews conducted as part
of this project

7 We refer to the country in which the research participant lives as their “country of residence,” their
“host country,” or their “host state.” We refer to the country in which the research participant was
born or where their parents were born as their “country of origin” or “home country.”



> Section 4: reviews efforts by research participants to seek the support of their
host states and developments in how host states have addressed transnational
repression

> Section 5: describes how participants experienced gender-based digital
transnational repression on social media platforms, the lack of assistance from
these companies, and reviews selected platform policies and the lack of specific
measures addressing digital transnational repression

> Section 6: provides a set of policy recommendations to specifically address
gender-based digital transnational repression

Key Findings

In this section, we set out high-level findings from the report that relate to the technolo-
gies used in digital transnational repression, perpetrators’ potential profiles and motives,
the gendered nature of the digital attacks and threats experienced by research partici-
pants, and the impacts:

® Technologies and techniques used in digital targeting: Activists are digitally
targeted using a range of tools and techniques including social media surveillance,
hacking of electronic devices or social media accounts, online harassment and disin-
formation, and the use of false or private information to discredit them.

® Profile of perpetrators: Perpetrators, as identified by respondents,®included govern-
ment actors, state-backed trolls, inauthentic accounts, regime supporters, and other
diaspora members with chauvinist and misogynistic ideas.

® Gendered dimensions of online threats and attacks: Participants were exposed to
gendered online attacks and threats that included sexual slurs, harassment, vulgar
comments on social media platforms, messages with detailed sexual fantasies, rape
threats, and attacks related to targets’ personal lives which reflected profoundly patri-
archal ideas and attempted to deny women the ability to speak up on political and
social issues.

® Motives and triggers of gender-based digital transnational repression: Threats
typically targeted women human rights defenders who were in a position to mobilize
international attention, causing authoritarian governments reputational damage
and increased external scrutiny. Many research participants saw a direct connec-
tion between the threats they experienced and their work on their home country
government’s power abuse and human rights violations. Attacks were further directed

8 The research methods applied in this report focused on collecting data through semi-structured
interviews with respondents who self-identified as being attacked by their countries of origin. In
most cases, we relied on respondents self-reporting of harm to understand the perceived nature and
impact of digital threats they experienced versus conducting an empirical technical investigation of
each attack described.



against women who challenged state censorship and patriarchal norms in their
country of origin with their online presence and expression.

Impacts of gender-based digital transnational repression - mental health,
wellbeing, and social relations: The digital attacks experienced by respondents
impacted their mental health and wellbeing. Respondents described feelings
of exhaustion, stress and anxiety, burnout, sleeplessness, and depression. The
attacks profoundly altered women’s sense of security and their social relations.
Relationships with family and partners deteriorated under the stress and uncer-
tainty caused by such online harassment, attacks, and surveillance. The mistrust
seeping into diaspora communities and online networks led research participants
to isolate themselves and withdraw from others.

Impacts of gender-based digital transnational repression - activism and profes-
sional work: Research participants exposed to smear campaigns were anxious about
the negative impacts of such targeting on their work, in particular in undermining
their reputation and credibility. Many started doubting the costs of activism and
whether it was worthwhile to continue. Their deteriorating mental health affected
productivity and work routines. Some were forced to withdraw, at least temporarily.
Other respondents, however, seemed undeterred. These research participants saw
the attacks against them as a sign their work was having an effect on the regime and
its affiliates. But, even when they persisted in their activism, research participants had
to constantly evaluate and navigate the associated risks. Fearing spying and surveil-
lance, some renounced the attendance of larger gatherings with other exiles. Instead
of speaking out in public, others engaged in research and writing, behind-the-scenes
organizing, or met within smaller, trusted circles.

Managing security risks - securing practices and behavioural changes: Research
participants took a number of steps to mitigate the harms of digital attacks. They
adapted their online behaviour and relied on different tools and practices of digital
hygiene. However, the burden of such “preventive labour” clearly lay on the shoul-
ders of targeted research participants. They were constantly assessing the risks of
their online environment and had to invest time and effort to seek out solutions to
improve their digital security and other protective measures.

Coping with gender-based digital transnational repression: To deal with the
impact of attacks and mitigate psychological harm, research participants came up
with different coping strategies. They tried to build mental resilience, took active care
of their mental health and wellbeing, and sought support from family, friends, and
peers. These responses carried emotional, social, and professional costs, requiring
considerable effort and resources.

9

Sarah Sobieraj (2020), “Constant Calibration (Preventative Labour),” in Credible Threat: Attacks Against
Women Online and the Future of Democracy, (Oxford University Press).



® Seeking support from host states: Host state authorities continue to provide insuf-
ficient support to respondents. This protection gap is even larger for women targeted
with gender-based threats from state actors in their countries of origin because law
enforcement often lacks an understanding of the political motivation for such attacks
and the necessary gender and racial sensitivity required to help victims of online
abuse. As a result, many research participants doubted the benefits of reporting
incidents to the police in their country of residence.

® Social media platforms and gender-based digital transnational repression:
Research participants rely on large social media platforms for information
sharing, advocacy, and activism. As a result, these platforms are also the primary
sites of threats and attacks. Perpetrators exploited the technical affordances of
platforms, manipulating crowd- and algorithm-driven news feeds for the viral
distribution of harassment and defamation. The platforms’ content moderation
often failed to detect and prevent online abuse, particularly outside the context of
English-speaking communities. Some research respondents reported having their
accounts taken over or blocked by false mass reports. They often felt left alone
as platforms were unresponsive. Overall, activists experienced uncertainty and
anxiety over how to safeguard accounts and their content, adding to the psycho-
logical burden of digital threats.

Key Recommendations to Address Gender-Based Digital
Transnational Repression

Building on existing recommendations to address digital transnational repression and
suggestions made by research participants in this study, we focus our recommendations
in this report on the gender-based dimensions of digital threats against exiled women
human rights defenders.

Recommendations to host states:

® Fund civil society and relevant public sector institutions and agencies to facilitate
group and individual counseling services for women human rights defenders in exile
orinthe diaspora

® Develop community support groups and opportunities for peer-to-peer learning for
women human rights defenders in exile or in the diaspora

® Provide tailored digital security training which is specific to the gendered nature of
the online threats experienced

® Ensure that relevant agencies (e.g., law enforcement) receive specific training on
transnational repression and its digital and gender-based components



Recommendations to social media platforms:

® Enact community policies and guidelines that specifically address digital transna-

tional repression and its gender-dimensions

® Workwith civil society organizations thatinteract with women human rights defenders
in exile or in the diaspora to mitigate gender-based digital transnational repression
(e.g., receive complaints directly)

® Develop reporting channels that are specific to gender-based digital transnational

repression

® [nvestinspecial programs for high-risk targets such aswomen human rights defenders
in exile or in the diaspora

® Research and publish on the surveillance-for-hire industry and how state actors abuse
social media platforms and share such data with independent researchers

Recommendations to civil society organizations:

® Facilitate community support networks in order to address social isolation and
facilitate peer-to-peer learning and group resilience among women human rights

defenders in exile

® Deliver counselling services, provide digital security training, and coordinate legal
aid support

® Provide information and offer support when women human rights defenders in
exile or in the diaspora decide to report instances of transnational repression to law

enforcement or other government bodies in the host state



Section 1: Situating Gender-Based Digital
Transnational Repression

Authoritarian states employ transnational repression to extend domestic political controls
and coercion in other countries. Digital technologies offer these governments a low-cost
means to expand the scope and scale of transnational repression. Digital transnational
repression is a specific form of transnational repression that employs digital technologies
to surveil, intimidate, and silence individuals living in exile or in the diaspora. It builds on
the following technical methods:

® Surveillance: Monitoring online communications to gather, analyze, and exploit infor-
mation on the activities, daily habits, and social networks of human rights defenders,
with the aim to expose country of origin contacts or prepare further attacks.

® Interception: Hacking of electronic devices, email, and social media accounts to
access private information, communications, and contacts. These forms of targeted,
invasive surveillance can rely on phishing attacks or the use of spyware.

® Intimidation and stigmatization: Using private, false, and distorted information,
online harassment, and online threats to silence and discredit human rights defenders.

® Disruption: Curtailing expression on blogs, news websites, and social media profiles
through distributed denial-of-service (DDoS) attacks, false reports, spam comments,
and information manipulation.*®

Digital threats often set the stage for an escalation into other attacks on exiles and their
social networks including threats against family members in the country of origin, kidnap-
pings, or physical assaults. As such, digital transnational repression is a core element of
all forms of transnational repression. Digital tools enable authoritarian governments to
easily instill fear and uncertainty among exiled human rights defenders, undermine the
social relationships within exile and diaspora communities and their countries of origin,
and foster self-censorship and withdrawal from activism.

Previous research on digital transnational repression has contributed to our under-
standing of the methods used and the impacts this practice has on targeted individuals
and communities. However, to date there has been limited research on the specific
factors, such as the gender or sexual orientation of targeted individuals, that contribute
to these impacts. Scholarship on technology-facilitated gender-based violence shows

10 This can include different forms of disinformation or defamation campaigns to harm the targeted
person or negatively shape their publicimage and perception. See, for example, The U.S. Cybersecurity
and Infrastructure Security Agency (undated), “Information Manipulation Infographic,” <https://www.
cisa.gov/sites/default/files/publications/information_manipulation_infographic_508.pdf>.
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that women face unique and disproportionate harms online.!* As digital technologies
permeate everyday routines and communication, they perpetuate and amplify existing
forms of discrimination and violence against women. Social scientist Sarah Sobieraj
argues that digital hostility and sexism are an expression of men’s resistance to women’s
participation in online publics. In order to sideline and silence women, aggressors
typically rely on three overlapping strategies: intimidation, shaming, and discreditation.*?
Violent behaviour and activities that enable such strategies range from cyber-stalking,
online harassment, sexist abuse, and slurs to the non-consensual release of private infor-
mation and intimate images, and online rape and death threats.*?

Gender-based online attacks and harassment are shown to have a significant negative
effect on the psychological and emotional wellbeing of those affected causing fear,
distress, withdrawal from social media platforms, and self-censorship.!* They can also
create physical safety concerns and lead to physical attacks. The negative impacts of
technology-facilitated gender-based violence can be further exacerbated by the inter-
secting identities of the targets. LGBTQ+ individuals, women from racial and ethnic
minorities, and individuals with lower socio-economic status or living with disabilities
face greater risks of both being targeted and disproportionately affected by gender-based
online violence.?

To date, the insights from the technology-facilitated gender-based violence literature
have not been integrated into research on digital transnational repression. Authoritarian
regimes typically promote traditional gender roles as a means to secure their hold on
power.*® Upholding patriarchal norms helps to reinforce established social hierarchies

11 Technology-facilitated gender-based violence describes a range of activities and behaviors that
rely on digital technologies for perpetuating violence and causing harm against women. See, for
example, Cynthia Khoo (2021), “Deplatforming Misogyny: Report on Platform Liability for Technology-
Facilitated Gender-Based Violence,” Women’s Legal Education and Action Fund <https://www.leaf.ca/
wp-content/uploads/2021/04/Full-Report-Deplatforming-Misogyny.pdf>; Ronald Deibert, Lex Gill,
Tamir Israel, Chelsey Legge, Irene Poetranto, and Amitpal Singh (2017), “Submission of the Citizen
Lab (Munk School of Global Affairs, University of Toronto) to the United Nations Special Rapporteur
on Violence Against Women, Its Causes and Consequences, Ms. Dubravka Simonovié,” The Citizen
Lab <https://citizenlab.ca/wp-content/uploads/2017/11/Final-UNSRVAG-CitizenLab.pdf>.

12 Sarah Sobieraj (2017), “Bitch, Slut, Skank, Cunt: Patterned Resistance to Women’s Visibility in Digital
Publics,” Information, Communication & Society 21(11).
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and power relations.!” Many of today’s authoritarian and populist leaders rely on hyper-
masculinity and misogynistic speech to shore up support and silence their critics.'®
Feminist ideas and activism for gender equality and human rights are stigmatized as
external corrupting influences. Outspoken women who challenge patriarchal privilege
are perceived as threats and targeted with insults, abuse, and physical intimidation.*
Such forms of violence against women also naturally extend into the online sphere,
both domestically and transnationally. Illiberal and authoritarian power holders have
deployed gendered disinformation to discredit and tarnish the reputation of women
politicians and journalists.? Digital threats are also used to intimidate and punish polit-
ically active women and other vulnerable groups.*

The strategic use of online violence against women by repressive rulers seeking to subdue
dissent clearly needs more attention, particularly in its transnational form. Research on
digital transnational repression has not yet examined how authoritarian regimes instru-
mentalize gender and sexuality to extend and amplify digital threats against human
rights defenders in exile or in the diaspora. Our report begins to fill this gap by investi-
gating what we refer to as “gender-based digital transnational repression” (i.e., the use
of digital technologies for gendered attacks that aim to silence criticism, dissent, and
human rights advocacy among exiles or in the diaspora). This research sheds light on the
specific vulnerabilities of women fighting for political and societal change from afar and
the harms caused by gender-based digital transnational repression.

17 Amnesty International (2021), “Azerbaijan: Gender-Based Reprisals Against Women Must Stop,”
<https://www.amnesty.org/en/wp-content/uploads/2021/05/EUR5541032021ENGLISH.pdf>; Naseer,
Shirin and Cameran Ashraf (2021), “Gender-Based Violence in Pakistan’s Digital Spaces,” Feminist Legal
Studies 30; Marc Owen Jones (2021), “State-Aligned Misogynistic Disinformation on Arabic Twitter:
The Attempted Silencing of an Al Jazeera Journalist,” Open Information Science 5(1).

18 Nitasha Kaul (2021), “The Misogyny of Authoritarians in Contemporary Democracies,” International
Studies Review 23(4).

19 Stewart, Abigail J, Shelly Grabe, and Wang Zheng (2024), “Women’s Movement Activism in Authoritarian
States: Lessons from the Global Feminisms Project,” Signs: Journal of Women in Culture and Society
49(2).

20 Lucinda Di Meco and Kristina Wilfore (2021), “Gendered Disinformation is a National Security Problem,”
Brookings (March 8) <https://www.brookings.edu/techstream/gendered-disinformation-is-a-national-

security-problem/>.

21 Amnesty International (2024), “‘Being Ourselves is too Dangerous’ Digital Violence and the Silencing
of Women and LGBTI Activists in Thailand,” <https://www.amnesty.org/en/latest/news/2024/05/
thailand-state-backed-digital-violence-silence-women-Igbti-activists/>; Rina Chandran and Maya
Gebeily (2021), “Analysis: From Middle East to India, Women ‘Violated’ in Pegasus Hack,” Reuters
(August 10) <https://www.reuters.com/article/business/healthcare-pharmaceuticals/from-middle-
east-to-india-women-violated-in-pegasus-hack-idUSL8N2P91KX/>.



https://www.amnesty.org/en/wp-content/uploads/2021/05/EUR5541032021ENGLISH.pdf
https://www.brookings.edu/techstream/gendered-disinformation-is-a-national-security-problem/
https://www.brookings.edu/techstream/gendered-disinformation-is-a-national-security-problem/
https://www.amnesty.org/en/latest/news/2024/05/thailand-state-backed-digital-violence-silence-women-lgbti-activists/
https://www.amnesty.org/en/latest/news/2024/05/thailand-state-backed-digital-violence-silence-women-lgbti-activists/
https://www.reuters.com/article/business/healthcare-pharmaceuticals/from-middle-east-to-india-women-violated-in-pegasus-hack-idUSL8N2P91KX/
https://www.reuters.com/article/business/healthcare-pharmaceuticals/from-middle-east-to-india-women-violated-in-pegasus-hack-idUSL8N2P91KX/

Section 2: Data and Methods

2.1 Data Collection and Analysis

The findings in this report are primarily based on a series of semi-structured inter-
views with 85 research participants from 24 countries of origin and living in 23 different
host countries.”? The most prominent countries of origin of our respondents include
Iran (13 participants), China (13 participants, including 10 Uyghur participants from the
Xinjiang region), Russia, and Azerbaijan (both 10 respondents). This selection covers
important state perpetrators of transnational repression and a variety of authoritarian
governments.?
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Figure 1: Countries of origin of the participants of this research study.

22 As noted, we refer to the country in which the research participant lives as their “country of residence”
or their “host state” or “host country.” We refer to the country in which the research participant
was born or where their parents were born as their “country of origin” or their “home country.” The
country of origin as identified by a participant does not necessarily correspond to a nation state.
While we categorized participants according to internationally recognised countries for this overview,
throughout the report we rely on their self-description. For example, a respondent from the Xinjiang
region in China may identify herself as Uyghur (and not Chinese), while an interviewee of Kurdish
origin may indicate Kurdistan as their home country (and not Iraq or Turkey). In addition, migrants
with hybrid identities may consider themselves as having origins in one country although they were
born and raised in another (e.g., second-generation immigrants from Turkey living in Germany).

23 Following Marlies Glasius’ conceptualization of authoritarianism, we define authoritarianism not
exclusively as a regime type tied to a specific territory, but as a set of practices of accountability
sabotage with two core components, namely “disabling voice” and “disabling access to information.”
See Marlies Glasius (2023), Authoritarian Practices in a Global Age. (Oxford University Press) at 190.



The most prominent host countries are the U.S. (16 respondents), Germany (15), the
U.K. (11), and Canada (8). While the majority of host states covered in this report are
democratic, we also interviewed some respondents residing in authoritarian host states
(e.g., Thailand and the United Arab Emirates). This has allowed us to learn more about
the lack of protection and support from host state authorities in authoritarian regimes.
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Figure 2: Countries of residence of the participants of this study.

In terms of their occupational background, respondents fell into two broad categories:
human rights defenders and journalists. As noted earlier, we consider human rights
defenders as any person promoting human rights in a paid or voluntary role, ranging from
staff of large nongovernmental organizations to individual activists.?* Thisincludes human
rights activists and individuals who may not self-identify as human rights defenders per
se, such as journalists, lawyers, or members of the public. We have separately labelled
research participants who are journalists for the purpose of this research project because
of the significant impact of digital transnational repression on freedom of expression
and the operation of the media. Journalists, including citizen journalists, cover news
and comment on public affairs in print, online, and on radio and television.® Whenever
interviewees were active in different fields, we list the activity that occupied most of
their time or was the main reason for the attacks against them. Accordingly, 52 research
participants were identified as human rights defenders and 30 interviewees as journal-
ists (three study participants fell into neither category).

24 United Nations Human Rights Office of the High Commissioner (2024), “About Human Rights Defenders
Special Rapporteur on Human Rights Defenders,” United Nations <https://www.ohchr.org/en/special-
procedures/sr-human-rights-defenders/about-human-rights-defenders>.

25 Committee to Protect Journalists (2024), “How Does CPJ Investigate and Classify Attacks on the
Press?,” <https://cpj.org/about/faq/>.
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Research participants were recruited on the basis of the following criteria:
® Overthe age of 21

® Identify as a woman (which includes cis and trans women and individuals who
identify as non-binary or gender-diverse)

® Engaged in political, social or advocacy work in relation to their country of origin

® Targeted or believe they were targeted through digital technologies by what they
suspect was a state or state-affiliated actor in relation to their work or activism

® Left their country of origin and are residing in exile or in the diaspora in a different
country (in some cases this also included second-generation migrants)?®

We established a fellowship program for exiled and diaspora women human rights
defenders with ties to different authoritarian contexts to conduct interviews in various
languages and deepen our understanding of gender-based digital transnational
repression. This program included researchers of Iranian, Uyghur, Ethiopian, Russian,
Azerbaijani, and Turkish origin. These fellows, alongside bilingual researchers at the
Citizen Lab, conducted interviews in either English or in the research participant’s first
language if it was Arabic, Spanish, German, Russian, Turkish, Azerbaijani, Uyghur, Amhari,
or Persian. Collaborating with women researchers from exile and diaspora communi-
ties - some with firsthand experience of gender-based digital transnational repression
- helped us improve and enrich our research with the trust and contacts these fellows had
established within their own networks. We were thus able to speak with research partic-
ipants with a broader range of experiences. Furthermore, the diverse lived experiences
of researchers working on this project offered a wider lens through which to interpret
our findings and understand the political, social, and cultural contexts of different exiled
and diaspora communities.

We conducted the interviews for this study between August 2022 and March 2024.
Participants were recruited based on existing contacts of The Citizen Lab, referral from
previous research respondents, and publicly reported cases of digital transnational
repression. The semi-structured interviews included questions on the technologies
respondents used in their activism, the type of threats they had experienced, their
perception of possible triggers, perpetrators and gender dimensions, the impacts of

26 The concepts of ‘exile’ and ‘diaspora’ certainly overlap. While exile commonly describes the individual
experience of being forced to live in a country other than one’s own country of origin, the term diaspora
tends to emphasize the collective identity of people “with a common origin who reside, more or less
on a permanent basis, outside the borders of their ethnic or religious homeland.” Exiles typically
consider their existence abroad as potentially less long-term and engage in political activities against
the home regime in order to return. Although more rooted in their existence abroad, diasporas also
organize and mobilize to participate in social and political affairs of their homeland and states have
invested growing resources into different strategies that seek to recruit the diaspora (in addition
to repressing them). Shain, Yossi and Aharon Barth (2003), “Diasporas and International Relations
Theory,” International Organization 57(3) at 453; See also Alan Gamlen (2019), Human Geopolitics:
States, Emigrants, and the Rise of Diaspora Institutions. (Oxford University Press).



threats, participants’ coping strategies, experiences in seeking remedies, and what justice
and security meant to them in their contexts.

After completing the interviews, we conducted a thematic analysis of the transcripts
alongside a list of codes derived from the project’s key research questions (e.g., types of
digital threats, impacts, and responses). Additional themes and patterns were added as we
identified them in the interview material. This approach enabled us to develop a detailed
and contextually grounded analytical description of the dynamics of gender-based digital
transnational repression and its multifaceted impacts. Throughout the analysis we tried
to account for how the intersectional identities of our research participants - including
gender, sexuality, race, ethnicity, refugee or immigrant status, socio-economic class,
age, disability, and activism status - shaped their experience and coping mechanismsin
response to the harms of gender-based digital transnational repression. In addition to
the interview material, our analysis incorporated findings from desk research and litera-
ture review, drawing on academic articles, policy papers, media reports and publications
from non-governmental organizations, and other secondary sources.

Draft versions of this report underwent peer-review by members of The Citizen Lab and
three external reviewers who are experts in technology-facilitated and gender-based
violence, human rights defenders in high-risk contexts, and the digital security of margin-
alized communities.

2.2 Research with Participants in High-Risk Situations

The safety, security, and wellbeing of study participants were a core concern throughout
the entire project cycle. The research followed an ethics protocol approved and super-
vised by the University of Toronto’s Research Ethics Board.?” We conducted the study
with careful attention to participants’ various vulnerabilities, resulting from factors such
as their gender, race, refugee or immigration status, and history of trauma. Interviewees
provided informed consent, either in writing or verbally, to participate in the research
study after being told about the goals and content of the study and the potential risks
raised by participation. Verbal consent was used in cases where signing a document risked
creating additional security concerns for interviewees or discouraging them from fully
participating in the interview.?® Interviews were conducted over end-to-end encrypted

27 This research was conducted under research ethics protocol #42719. For more information on Ethicsin
Human Research at the University of Toronto, see Division of the Vice President, Research & Innovation
(undated), “Ethics in Human Research,” University of Toronto <https://research.utoronto.ca/ethics-
human-research/ethics-human-research>.

28 This is a recommended practice in research with migrants and other sensitive populations. See
European Commission (2021), “Guidance Note - Research on Refugees, Asylum Seekers and Migrants,”
<https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/
guidance-note-research-on-refugees-asylum-seekers-migrants_he_en.pdf>; Marlies Glasius, Meta
de Lange, Jos Bartman, Emanuela Dalmasso, Aofei Lv, Adele Del Sordi, Marcus Michaelsen, and Kris
Ruijgrok (2018), Research, Ethics and Risk in the Authoritarian Field. (Palgrave Macmillan) at 100.
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communication channels. Audio recordings and interview transcripts were stored on
secured servers. Identifying personal information was removed from transcripts and
interviewees were cited anonymously or pseudonymously throughout the report.

Given the emotional and psychological impacts of gender-based digital transnational
repression, and recognizing that participants may have endured various forms of repres-
sion in their country of origin - including imprisonment and gender-based violence - our
research team received training in trauma-informed interview approaches. We were
conscious of the risks for each of our respondents participating in the interview - both
in terms of a possible re-traumatization when talking in detail about the difficult experi-
ence of online abuse or harassment as well as a potential exposure to further threats or
marginalization against them and their social networks.

Conducting interviews primarily online allowed us to reach a broader range of partici-
pants. We prioritized a safe environment for the interview by observing and adapting to
the specific needs of each respondent and trying to limit intrusion into their personal
and professional lives. We offered an introductory meeting to inform them about the
research project and allow for trust-building prior to the interview. The fact that many of
our interviewers shared the experience of living in exile or in the diaspora with their inter-
locutors - and some interviewers had also been the targets of digital threats themselves
- helped respondents feel more comfortable and encouraged them to share their experi-
ences more deeply during our conversations. Many participants were interviewed in their
mother language, allowing them to express themselves more fully and naturally.

To promote agency and control over their narrative, research participants could request
access to the transcript, withdraw from the study, or modify any of their statements.
If we doubted our interpretation of participants’ views, we sought clarification from
the interviewer or research participant directly to avoid misrepresentation or harmful
assumptions. In line with standards of qualitative research, participants did not receive
any remuneration for their participation in the interview. However, as part of our commit-
ment to digital rights and community empowerment, we provided interested respondents
with resources on digital security and the wellbeing of human rights defenders. Many
respondents expressed to us that they valued the opportunity to share their experiences
and insights in the hope to contribute to improved measures of support and protection
for targets of gender-based digital transnational repression.

2.3 Research Limitations

Selecting respondents from our existing networks and further referrals has several limita-
tions. First, such an approach runs the risk of failing to incorporate contradictory or
minority opinions as researchers tend to stay enmeshed in their own networks and thus



predominantly interview people who share similar experiences, views, or backgrounds.
Second, by primarily seeking out respondents who were active as human rights defenders
or journalists, we may have included fewer individuals who were actually silenced by
digital transnational repression and quit activism as a result of regime pressure or other
responsibilities and pressures. Third, our understanding of digital transnational repres-
sion and its impacts may have been influenced by the tendency of some participants to
downplay how they experienced digital threats, possibly in order to project resilience
or strength in the face of adversity. Others may have emphasized the risks they faced in
order to potentially stress the relevance of their activities.

We tried to mitigate any distorting effects of these limitations on our analysis and inter-
pretation by maximizing our exposure to different experiences and understandings of
gender-based digital transnational repression.? As a result, our pool of respondents
come from a range of countries of origin. It includes human rights defenders working
both as individuals as well as those in larger well-resourced organizations and incorpo-
rates the experiences of high-profile activists and those engaged in less public activities.
Further, itincludes the experiences of individuals coming from different sexual and ethnic
backgrounds. Throughout the interview process, we critically re-evaluated and adapted
the selection of respondents. In the resulting relatively large collection of in-depth inter-
view material, we were able to identify recurring patterns across different countries and
exile/diaspora communities. Finally, together with the research fellows who acted as
interviewers, we held a two-day workshop in which we collaboratively discussed and
compared our findings and interpretations.

Finally, our research approach prioritizes the insights of digitally targeted individuals
over the technical investigation of such threats or attacks. In this report, we do not attri-
bute the described threats or attacks to specific perpetrators or verify particular incidents
mentioned by respondents. We build on the descriptions provided by respondents who,
for different reasons, believe the threats or attacks they experienced came from state or
state-affiliated actors in their country of origin. Whenever possible or relevant we refer to
other sources for the behaviour, motivations, and methods of states engaging in digital
transnational repression for further substantiation. However, any detailed technical
analysis was beyond the scope of this report, which aims to provide a global view on the
issue of gender-based digital transnational repression and its impacts. By centering the
human experience of online attacks and digital (in-)security, this report aims to bring
forward a perspective that often gets lost in more technical research.

29 Peregrine Schwartz-Shea and Dvora Yanow (2012), Interpretive Research Design: Concepts and Processes.
(Routledge) at 84-89.



Section 3: The Experiences of Women
Targeted with Gender-Based Digital
Transnational Repression

In this section, we provide a summary of the prevalent tactics of digital transnational
repression described by the exile and diaspora women human rights defenders we inter-
viewed. Next, we turn to the gendered dimensions of digital threats and detail the online
harassment, abuse, and insults that the women in this study experienced. We use the
observations of these research participants to discuss the identity of some of the poten-
tial aggressors as well as likely motives and triggers for the attacks. We also examine
the impacts of digital attacks, showing how constant harassment, abuse, and threats
affected the mental health, social relations, activism, and professional development of
targeted women.

Despite these experiences, many respondents displayed persistence in their activism.
They adopted digital security practices and changed their online behaviour, developed
mental resilience and coping strategies, and built networks and communities of mutual
support and allyship. All of these responses came with emotional, social, and professional
costs, requiring considerable effort and resources on the part of the targeted individuals.

While these responses reveal the creativity and resistance of the women we interviewed,
they alsoillustrate the power dynamics and structural inequalities that drive gender-based
digital attacks from, as identified by respondents, authoritarian state and state-affiliated
actors. Tackling this imbalance would require a dedicated intervention and support from
host states and social media platforms, both key players in the protection of human rights
defenders in exile or in the diaspora against digital transnational repression.

3.1 The Repertoire of Digital Threats Across Borders

Starting from monitoring, surveillance, and attempts to break into email and social media
accounts up to online harassment and defamation campaigns, research participants were
confronted with a paradigmatic selection of digital transnational repression methods.
These digital attacks occasionally escalated into physical threats, such as when state
agents harassed activists’ family members in the country of origin or regime affiliates
stalked and even assaulted women human rights defenders in their host country.

Among our respondents, we observed a widespread assumption of ongoing monitoring
and surveillance by state authorities from the country of origin. They perceived that
online abuse and other attacks were closely linked to their activities on social media,



often in immediate reaction to posts on a social media platform. An Iranian women'’s
rights defender in the U.K. felt the Iranian government was closely observing people
in the diaspora to “assess personalities, exploit dependencies and emotional ties to
plan threats and harassment.” But monitoring not only prepared the ground for further
attacks, it also served as an instrument of controlin and of itself in the form of performa-
tive surveillance. An Iranian and an Azerbaijani journalist, both working from the U.S.,
reported that they overheard breathing and other noises during calls with contacts in their
countries of origin. To the Azerbaijani journalist, this was not just a technical glitch, but
a deliberate gesture to signal that surveillance was ongoing, in particular when she was
talking to contacts about sensitive issues such as politically motivated arrests and police
torture. The Iranian journalist believed that the Iranian authorities tried to showcase and
exaggerate their surveillance capabilities to create an image of ‘big brother’ and intimi-
date diaspora members.

Attempts at more invasive surveillance included the self-reported digital infiltration of
online meetings and communities, phishing messages, and the use of spyware. A feminist
activist from Russia explained how her group scrupulously avoided linking any personal
information to email accounts and social media profiles they used for their activism. Yet,
when they started to coordinate anti-war activities with other exiled organizations that
did not follow similarly strict protocols, she explained that some of her personal details
were leaked from a chat and as a consequence she was threatened by Russian security
agents. Two other Russian activists coordinating efforts to help their fellow citizens
escape army recruitment and leave the country were frequently contacted by people who
pretended to seek support, but apparently tried to gather information on their location
and contacts. AMyanmar activist based in Thailand described how the Myanmar military
used the devices and accounts of activists arrested inside the country to contact others
outside and infiltrate the opposition’s Zoom meetings.

Phishing emails were reported by the majority of women we interviewed. They described
how these attacks often used information on the target that perpetrators had previously
gathered through profiling. In particular, the Iranian respondents reported elaborate
scenarios of social engineering to get them to open compromised links or attachments.
An Iranian activist based in Germany explained that she and other fellow panelists from
a conference were contacted for an interview by a journalist claiming to work for a
well-known American think tank. “When | looked at her Twitter [X] posts, | was certain
this person opposed the Islamic Republic. She particularly covered the Baha'i commu-
nity, claiming to be a Baha'i herself. This gained trust, especially since many of us do
not know prominent figures in the Baha'i community well.” Shortly before the sched-
uled interview, the person sent her a link for an online meeting that contained malware.
After she clicked on it, she temporarily lost access to her email account and could only
log in again after resetting the password. She then decided to no longer use the account.



A report by an Iranian digital security organization later attributed this attack to threat
actors close to the Islamic Revolutionary Guard Corps.*®

Three research participants reported how they were impacted when spyware was used
against them. An activist from Rwanda whose phone was infected with Pegasus spyware
described how she felt more vulnerable, including to physical threats, after being targeted
with this technology. She explained: “I think that was the scariest for everyone in my
family, when they realized which spyware tools [the government of Rwanda had access
to] and what kind of transnational repression the government can perpetrate and...the
ability for them to locate me.” The case of Loujain Al-Hathloul, a prominent women's
rights defender from Saudi Arabia, exemplifies how the targeting of women activists with
spyware can lead to increased risks of physical acts of transnational repression. According
to litigation materials filed in the U.S., Al-Hathloul’s device was infiltrated by the Abu
Dhabi-based cybersecurity company Dark Matter while she was living in the United
Arab Emirates.® This surveillance helped local authorities determine her geographical
location and led to her arrest. Al-Hathloul was later extradited to Saudi Arabia, where she
was imprisoned and tortured.*?

The fear of being targeted with spyware also stayed with those respondents who experi-
enced invasive surveillance before moving into exile or came from countries with
governments known for their use of surveillance tools. A Venezuelan activist acknowl-
edged that leaving Venezuela had reduced her risks but noted that the use of spyware
against her remained a latent fear. "It’s a constant concern; if you’re working against this
kind of technology, it can be used against you.” Similarly, a participant from Bahrain, who
was targeted with spyware in her home country, shared how, even in exile, the fear of
being monitored has not left her: “I constantly feel watched, monitored everywhere, and
at all times throughout my day.” She added, "Who knows? If they are not using Pegasus,
they may be using other spyware.” Describing the emotional toll of surveillance, she said:
“I felt completely exposed, | felt naked. It was as if they stripped me of my privacy when
they hacked my device.”

30 See Factnameh (2023), “Tactics, Techniques and Procedures of Malicious Hacking Groups Affiliated
with the Government of the Islamic Republic of Iran [in Persian],” (June 17) <https://factnameh.com/
fa/fact-checks/2023-06-08-iran-cyber-threat-actors-ttps>.

31 Chrisopher Bing and Joel Schectam (2019), “Inside the UAE’s Secret Hacking Team of American
Mercenaries: Ex-NSA Operatives Reveal How They Helped Spy on Targets for the Arab Monarchy
- Dissidents, Rival Leaders and Journalists,” Reuters (January 30) <https://www.reuters.com/
investigates/special-report/usa-spying-raven/>; Loujain AlHathloul v. Darkmatter Group, Marc Baier,
Ryan Adams, and Daniel Gericke (2021), 3:21-cv-01787-IM <https://www.courthousenews.com/
wp-content/uploads/2023/03/alhathloul-v-darkmatter-complaint.pdf>.

32 Loujain AlHathloul (undated), “Timeline of Arrest, Torture, and Charges,” <https://www.
loujainalhathloul.org/arrest-torture-charges>.
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Other than hacking and spying attempts, the abuse of social media platforms’ reporting
and content moderation mechanisms for blocking or limiting the reach of social media
profiles was widely mentioned. Respondents described how attackers would typically
coordinate the mass reporting of a profile for alleged violations of the community guide-
lines. Once the profile was flagged or even blocked for allegedly spreading hate speech or
pornography, it took the targeted individuals time and effort to deal with the platform’s
automated user services and get the profile reinstated to normal functioning (see Section
5, below). Other platform features were also manipulated for the silencing of human
rights defenders. Two Iranian respondents were among the targets of a broader attack
in which the number of followers on their Instagram pages was suddenly increased by
tens of thousands of fake profiles. The discrepancy between the high number of followers
and comparatively low engagement from the audience led to the profile’s downgrading
in news feeds so that its content was no longer visible to its actual followers.*?

Activists described defamation campaigns launched against them to undermine
their credibility and isolate them within their own communities. The campaigns that
respondents experienced followed three patterns: 1) distorting the position of activ-
ists; 2) portraying them as foreign agents; and 3) exacerbating divisions in the diaspora.
Participants described how their interviews, articles, or statements were taken out of
context to misrepresent their views and smear their reputations. Using old photos and
interview snippets, several Azerbaijani respondents stated they were framed as traitors,
both online and in state-affiliated media, for their previous contacts with Armenian
colleagues after hostilities between the countries escalated in 2020. A Russian anti-war
activist described being accused of selling information about the location of Russian
soldiers to the Ukrainian Army that caused higher casualties. A high-profile human rights
campaigner and direct witness of the detention camps in the Xinjiang region mentioned
an attack by anonymous accounts that she believed were likely tied to the Chinese govern-
ment. The attackers tried to use her Uzbek roots against her by questioning her legitimacy
to speak out on behalf of Uyghurs and spreading rumours that she was a Chinese spy.

In addition to these digital attacks, many respondents described facing threats of physical
harm to themselves or their relatives, especially their children. In particular, threats
against family members still living in their country of origin were reported as a widespread
tactic for escalating digital threats: research participants’ close relatives were threat-
ened, summoned to the police, or lost their jobs in retaliation for their activism abroad.
Such proxy punishment (coercion-by-proxy) was particularly frightening for Uyghur
activists who risked seeing their loved-ones disappear into China’s dystopian system of
internment camps. Some reported they had received calls from government agents who
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pressured them in the presence of family members to stop speaking out about human
rights or to spy on other activists in the diaspora.

In other cases, respondents described how perpetrators combined digital methods with
physical threats to increase pressure. Two Uyghur human rights advocates highlighted
how online surveillance was linked to broader intimidation and harassment. When
they travelled for advocacy events or prepared for interventions at the United Nations
headquarters in Geneva, they described being followed, photographed, and filmed by
individuals they believed were affiliated with the Chinese government. A human rights
defender from Ethiopia was similarly filmed and threatened in Geneva before giving
a statement at the United Nations. Two Eritrean activists described how online smear
campaigns ended in harassment and physical assaults by regime loyalists in public
places and at events in their countries of residence, the U.K., and Sweden. The husband
of an Azerbaijani activist living in the Czech Republic was attacked by three assailants
armed with a knife; another Azerbaijani journalist in the U.S. had her car tires slashed
by unknown perpetrators. While respondents were unable to establish a direct link
between these physical threats and their home state, the timing of the attacks and/or
their correlation with ongoing online hate campaigns against the respondents, which
repeated regime narratives, led them to believe the threats were directly or indirectly
instigated by government actors from their country of origin.

Arwa: An Activist From Yemen3*

Arwa - who spent overa decade in
public activism work in Yemen - played
a crucial role in the 2011 Yemeni
uprising. She attended protests, spoke
at conferences, and participated in
women’s marches, often using digital
platforms to reach a broader audience.
Digital technology was central to her
activism, enabling her to communicate
with fellow activists through encrypted
apps like WhatsApp and to share her
views publicly on platforms such as
Facebook, Twitter, and Instagram. Yet,
as a woman activist, her public visibility
drew relentless attacks and criticism. “I
really didn’t like being a public figure,”
she reflects. “It’s not for me.” The
pressure grew exhausting, and, in 2015,
she sought refuge in the E.U., hoping
for a safer environment to continue her
work in a more discreet way.

34 The participant has been assigned a pseudonym to protect their identity.



Despite facing political repression and gender-based threats both online and
offline, Arwa refused to abandon her activism. Instead, she adapted her approach,
shifting her focus toward broader human rights and democracy through artistic
advocacy. “What | want is for people to really understand and connect on an
emotional, personal level,” she explains, describing how art allows her to
challenge authoritarian and patriarchal systems without risking the severe
reprisals that come with public activism. Yet, even her creative efforts bring risk.
Publishing her artwork under a pseudonym to protect heridentity, she faces
ongoing threats that leave herin fear for her safety — even in the E.U.

Arwa’s belief that her attackers are connected to her country of origin’s
government is grounded in painful experiences. She has faced repeated digital
threats including the hacking of her computer and the leak of her wedding
photos, intended to shame her as a “hypocrite” for not adhering to traditional
expectations. “I still get emails, messages, DMs,” she says, revealing the ongoing
psychological burden of these intrusions. The leaked photos, where she was not
wearing a headscarf, provoked accusations and violent comments, some of which
threatened rape. “It’s areal fear,” she shares, understanding the personal and
familial consequences should these threats ever get carried out. Her extended
family, distressed by the public shaming, has urged her to withdraw from activism
to “protect the family’s honour.”

The persistence of misinformation, perpetuated even by credible sources like
Arabic Wikipedia, has compounded the emotional toll. This circulation of false
narratives serves not only to undermine Arwa’s reputation but to isolate her from
her community. In response to these attacks, she has developed a heightened
sense of caution, exercising self-censorship and second-guessing her choices.
"I’m more careful about who | socialize with," she explains, fearing that someone
might be working for the regime and seeking to infiltrate her social circles.

Over time, the vigilance and isolation have diminished her confidence. "It’s just
sucking my energy," she admits, describing the toll of maintaining her safety.

Even within Europe, Arwa’s concerns persist. She is wary of harassment from
Yemeni agents and continues to face a flood of messages from online trolls. Her
frustration is compounded by the lack of support from institutions while in exile;
organizations she has collaborated with - including those advocating women’s
rights - have offered little in terms of digital security or protective measures.
Despite their awareness of her situation, Arwa feels these institutions have “zero
concern for us and our safety.”

Looking forward, Arwa envisions a platform where women facing similar forms

of digital harassment can confront their perpetrators in a protected space. "They
need to understand all the harm they’ve done," she says, “not just [on] one person,
but an entire society.” Resilient and determined, Arwa continues to navigate the
delicate balance between her advocacy and the high personal costs it exacts.

3.2 The Gendered Dimensions of Digital Threats and Attacks

In addition to the threats outlined above, many respondents were exposed to sexual slurs,
harassment, and vulgar comments on social media platforms. They received messages
with detailed sexual fantasies and rape threats. Several women had unsolicited pictures
of male genitalia sent to their accounts. Others mentioned that photoshopped fake nude
pictures of themselves were circulated online.



An Iranian human rights activist recounted: “| receive so many messages that only talk
about sexually assaulting me, saying that I'm only good for that. | try to protect myself,
but it's not easy. You can't filter everything.” A Uyghur human rights defender recalled
being targeted with sexual insults in Chinese that she could not even understand despite
her fluency in the language because she had never heard such words before. “I felt embar-
rassed and ashamed that it was publicly shown to many other people. I think that this is
a strategy. Smearing someone's body, like sexually assaulting someone, is the one way
to hurt women the most. | think they know this exactly.”

This activist stressed that male human rights defenders were not exposed to comparable
attacks. For men, “they would say stuff to their mother. They would be like I'm going to do
something to your mother, to your sister, or to your daughter. But they wouldn’t say I'm
going to do something to you, to the male person. So it’s still targeted at the female person
inthat human rights advocate’s family.” Many other participants made similar comparisons,
highlighting that their male colleagues or fellow activists were never attacked on the basis
of their gender identity whereas women almost automatically became a target for abusive
and sexualised comments related to their appearance and behaviour.

An Iranian journalist based in France observed that “anything related to your body and
your sexuality becomes the target of attack.” She had experienced extensive abuse
degrading her as a sexual object and shaming her for her body from both regime-affil-
iates and opposition members. A Kurdish activist from Germany observed that online
abuse often targeted women’s bodies as if to reassert patterns of dominance in the digital
sphere: “They want to bring you back into that physical, even kind of animalic space,
where it’s just like, ‘You think you’re in a civilized world where thoughts and discus-
sions can change things. Let me bring you back to the jungle of reality where | could do
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whatever | wanted.” Another Kurdish respondent reported that she had received violent
rape threats and threats to put herin a “yellow body bag” of the type used by the Turkish

military when Kurdish militia fighters are killed.

Abuse and defamation targeting the personal lives of activists often reflected profoundly
patriarchal ideas, denying women the ability to speak up on political and social issues.
Several respondents mentioned attacks against them focused on their alleged rejec-
tion of traditional gender roles such as not having children, or not taking care of their
children or husbands. A human rights defender from Tanzania said that in addition to
labelling her a “whore” and “sex-deprived,” there was a whole discussion “about whether
I should be in the kitchen or having sex with my husband.” Assailants sought to under-
mine the credibility of research participants with false statements about women’s sexual
relationships and promiscuity. A U.S.-based Azerbaijani journalist remembered a smear
campaign in which ajournalist supportive of the government accused her of cheating on
her husband, even though she did not have a partner at the time. Similarly, an Iranian



journalist working with a media outlet in the U.S. pointed out that online mobsters
regularly accused her of having reached that position only because of an alleged affair
with the chief-editor.

Gendered abuse and threats of sexual violence were also aimed at the parents or
children of exiled activists. Some respondents noted that certain campaigns against
them reinforced patriarchal norms and weaponized the notion of men’s guardianship.
For instance, they pointed out how their husbands were bullied for failing to “control”
their wives. Male family members were also shamed for not being able to silence their
rebellious female relatives. In other cases, male partners were confronted with some of
the sexualized threats that were also being directed at women. Respondents married to
foreigners said that defamation campaigns sought to discredit them as foreign agents or
questioned their credibility to speak on behalf of their community.

Several participants noted that in some communities, women who behaved and dressed
in non-conformist ways could face harsh attacks on their morality with male commenters
policing their actions and telling them “how to behave.” These types of derogatory
remarks did not only come from likely regime affiliates, but also from within the women’s
own diaspora communities. A Uyghur journalist working for a media organization in the
U.S. explained how an anonymous Facebook account posted private photos from her
personal Instagram account with degrading comments: “They used these photos and
shamed me on Facebook, saying how | dress and where | go with my friends. Just to
falsify the work that | do and my credibility by attacking my personal life, rather than what
| actually report as a journalist.” She felt more vulnerable to this type of attack because
of the Uyghur community’s traditional values, which imposed restrictions on how she
should express her personality in public. These intersecting pressures from both the
diaspora community and the repressive state illustrate the broader power dynamics in
which regimes are able to build on and manipulate predominant patriarchal norms and
gender stereotypes to amplify attacks, tarnish the reputation of outspoken women activ-
ists, and undermine their position.

Mariam AlKhawaja: A Human Rights Activist From Bahrain®

Exiled and living under constant surveillance, Mariam continues her relentless
fight against the Bahraini government’s repression. Her father has been a
political prisoner for over a decade, and while she advocates for his release, her
activism has made her a high-profile target. Since she left Bahrain under threat
of arrest, Mariam has faced state-sponsored digital and physical harassment,
even while in exile in Denmark.

In Bahrain, platforms like Twitter became indispensable for coordinating protests
and documenting human rights abuses during the 2011 uprising. “[We tweeted] in
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real time about what was happening when
we were getting attacked by the police. It
was also for communication between us,”
she explains. But digital freedom quickly
turned dangerous as the government also
adapted its strategies to exploit these digital
tools - deploying phishing attacks and
throttling internet speeds in protest zones.
She finds herself in a familiar paradox as
many other human rights defenders face
when using digital platforms: “I started
realizing that the tools we are using as
activists, as a method of trying to make
change in the country, [were] also being
used by the government against us.” Yet,
despite the risk, she continues to use these
tools, knowing they help her connect with
defenders back home and raise awareness.

As a woman tirelessly advocating for human
rights while in exile, Mariam has faced
explicitly gendered threats. Sexualized
rumors, accusations of promiscuity, and claims of abortions circulate online to
tarnish her reputation. This kind of gender-based digital repression is not new for
Mariam. In one instance, she was the subject of a degrading Twitter poll asking
whether her breasts were real or fake, with photo edits exaggerating her chest —a
campaign disturbingly launched as she spoke about Bahrain's political prisoners,
particularly on the plight of detained women. “[When they target women], it’s
sexually explicit,” she notes. Gender-based attacks have compounded attacks

on other aspects of her identity, including religion: “And because | am Muslim,
that’s the way they target me.” Her male peers, by contrast, are often accused of
homosexuality. These smear campaigns have also affected her family, with her
parents targeted as a tactic to pressure her into silence.

Even offline, the attacks persist. Stalkers have followed her, often with cameras.
During advocacy trips, she has been followed by people attempting to capture
photos to create rumours of “immoral behaviour” that fuel the defamation
campaigns flooding the internet. These campaigns run in parallel to her policy
engagement and public appearances.

Mariam refrains from reporting these online and offline threats to law
enforcement, believing the system is not on her side. Diaspora communities face
systemic discrimination, and she feels Western governments and institutions
are complicit in ignoring, or even enabling, attacks on exiled activists, especially
when the regimes targeting them are political allies. “[The police] were nevera
symbol of protection for me, but one of threat,” she explains.

Mariam's challenges extend beyond attacks sponsored by her country of origin. In
Denmark, she faces racist hostility and Islamophobic abuse. “Some days | get as
much, if not more, abuse from racist Danish people than from pro-government trolls,”
she says, recounting comments suggesting she “should go home.” Even her advocacy
for her father’s release, who is a Danish citizen, invites backlash and doubts about her
belonging in Danish society. “l don’t feel safe in the West either;” she admits.

While she has managed to avoid physical imprisonment in Bahrain, Mariam still lives
in constant anxiety, strained by the possibility of surveillance. She fears her devices
are compromised by spyware, making her vulnerable to monitoring and tracking.

Her activism now extends to training other exiled activists in digital security, a
responsibility she views as essential. “Governments go after the weakest link.




If you’re the weak link, you put everyone else at risk,” she emphasizes. Yet, the
threat landscape continues to evolve, with spyware like Pegasus exemplifying the
advanced technologies authoritarian regimes deploy. “This technology creates
constant anxiety. It’s not only about access to devices but about making you
fearful that they could access them at any time.”

The burden on Mariam has been psychological, social, and professional. Despite
her talents, Mariam has lost confidence that she could secure employment with
international human rights organizations due to “constant targeting” and security
threats from the Bahraini government. Yet, amid her tireless advocacy, Mariam
remains undeterred yet critical of the systemic injustices that allow regimes to
repress activists like her with impunity, the complicity of Western institutions,

and the exploitation of digital platforms by authoritarian governments. To her,
justice is more than freedom of speech - it is about building a digital space where
voices from the global majority are truly heard.

Several study participants described the intersectionality of gender and race in the threats
they received. As representatives of marginalized ethnic groups, the public presence and
outspokenness of these women challenged dominant power structures on multiple fronts
provoking a strong backlash. An anti-war activist from Russia who hailed from the Tartar
minority recalled how her video statement for a project exposing the violent history of
Russian colonialism went viral on Instagram and X. In return, a barrage of online bullying
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took aim at her ethnic origins with comments about her “Asian backwardness,” “unedu-
cated savagery,” and that she should “be grateful we brought civilization.” The perpetrators
escalated these racist attacks over the gender-based abuse. As if reminiscing about the
medieval conquests the activist had highlighted in her video, one of the attackers wrote
that “all Tatar women should be raped and murdered.” The respondent recalled: “There
were threats to find where I live, threats of rape, comments about appearance...beautiful

or not beautiful, rapeable or unrapeable—I think most women go through this.”

Kurdish participants as well as a respondent from the Arab minority in Iran shared
similar experiences. They were accused of separatism and faced fierce gender-based
and racist attacks.

Fatima: A Journalist From Syria®®

Fatima, a Syrian journalist, has been relentlessly harassed, threatened, and
blacklisted for her work. She can hardly bear to think about Syria now, let alone
continue writing about the never-ending tragedy of the conflict. After years of
covering anti-regime groups, freedom of expression, and gender issues, Fatima
fled her home country due to the threats she faced. But even in exile in the U.K.,
the attacks have not stopped. Online and offline harassment continue to haunt her
across borders.
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As a woman who speaks out against both dictatorship and patriarchy, Fatima has
faced ongoing digital attacks since 2011, when she began writing critically against
the regime. Disinformation spread through posts and messages discrediting her,
and groups on Facebook and WhatsApp circulated false claims about her political
affiliations, along with a flood of sexist abuse aimed at silencing her. The attacks
intensified not only because of her activism, but also because she is a woman.

For example, she has been accused of being a “Western agent” for not wearing

a hijab. She was also shamed for her working-class background and called a
“whore” and “troublemaker” in numerous online comments.

Even in the U.K., the harassment follows her. She has been physically stalked and
her social media and email accounts have been repeatedly targeted by hackers.
Despite being in exile, Fatima receives warnings of state-sponsored digital
attacks, a reminder that repression
knows no borders. The threats have
come from all sides - both the regime
and anti-regime groups she criticized.
“One of the main attacks against me,”
she explains, “is that | criticize the
rebels more than the regime.” This has
left her distrustful of fellow Syrians she
meets, wary of their potential ties to
the regime.

Fatima’s family, including her daughter
and uncle, was also attacked.

Social media comments specifically
mentioned her young daughter, a
chilling reminder of how women’s
families are often used as leverage to
silence them. “It’s easier to silence
women,” Fatima says. “They use your
family to pressure you, and it works.”
Fatima’s close family members urged
her to stay quiet, making it not only the
regime’s supporters who pressured her
into silence, but also her family.

Fatima's working-class background has amplified the pressure and harassment
she faces. Her socioeconomic status has not only been weaponized in the attacks
against her, but has also shaped the responses from her community, which
might have been more supportive of an elite member facing similar harassment.
“Being from an unprivileged family, poor background,” she reflects, “I think if |
was of such a high class or whatever, or Bourgeoisie, or just influential, or have
an influential parent, it wouldn't have been the same.” These class dynamics add
another layer to her struggle, as she continues to feel the weight of both societal
and systemic marginalization.

These attacks have taken a toll on her mental health and daily life. Fatima has
become suspicious of every email, message, or online contact, wondering if they
might be part of the ongoing harassment. When she realized that writing about
Syria led to intensified online attacks, she stopped. Now, if she does write about
her home country, she only publishes in English, refusing to translate her work
into Arabic to avoid the backlash. “Being scared of expressing my opinion is the
main cause of my trauma,” she says.

To protect her family, Fatima asked them to deactivate their social media
accounts and avoid responding to harassing messages. The fear for their safety
has distanced her from her loved ones, including her parents in Syria, with whom
she has not spoken in years.




Despite all these challenges, Fatima continues to advocate for greater accountability
from social media platforms, particularly for Arabic-speaking women. She recalls

how platforms like Facebook have been slow to remove harmful content, leaving her
and others vulnerable to coordinated disinformation campaigns. Fatima dreams of

a future where platforms have “a board of feminists” to advise on how to act when
such incidents happen. She believes this would increase her sense of safety online and
allow women like herto express their thoughts without fear of retaliation.

3.3 An Array of Perpetrators

Authoritarian regimes do not necessarily engage in transnational repression through
centrally coordinated tactics and actors. Rather, research suggests that regimes rely on
different configurations of facilitators and affiliates, including government-sponsored
media outlets, loyalist diaspora groups, government-affiliated trolls, and even organized
criminal groups, who enable and amplify threats against human rights defenders in other
countries.?” Such decentralized structures obfuscate the actual perpetrators making it
difficult to attribute attacks to a specific government. Confirming these insights, the
respondents in this study perceived the attacks to come from various aggressors whose
abuses often built on and reinforced one another, not only intensifying theimpact of online
attacks but also occasionally crossing from digital to non-digital threats. The diffuse and
anonymous nature of online attacks made it difficult for the targeted activists to attribute
them to specific offenders. Social media, in particular, allowed government supporters to
take initiative independently from any central authority whenever an activist appeared
to challenge the political interests and values of the regime. Moreover, when authori-
tarian rulers tie their power to the preservation of traditional gender hierarchies, women
speaking out about politics readily spark a backlash from groups and individuals that
are not necessarily linked to the regime but still act in its interest on the basis of patriar-
chal and chauvinist ideas, sometimes simply because they feel provoked by the public
presence of women activists.

In some cases, the link between an attack against research participants and their country
of origin seemed more obvious. A prominent Uyghur human rights advocate recalled how
an X account that she believed was run by the Chinese Foreign Ministry had amplified
a defamation campaign against her. An exiled journalist from Azerbaijan explained how
a defamatory video, originally posted on a Facebook profile associated with the youth
branch of the ruling party, was then broadcast on state media. Similarly, an Eritrean
human rights defender described how Eritrean embassy staff had spread disinforma-
tion against her and incited members of the Eritrean diaspora to attack her. An Iranian
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journalist observed how coordinated online abuse and defamation typically starts on
some anonymous X accounts and is then taken up by government-affiliated Telegram
groups before appearing on the news websites of Iran’s hardliners and the Revolutionary
Guard. “Then these reports circulate again on social media networks and after that,
threats and destruction start [...] aiming to silence and to create a safe environment for
the Islamic Republic,” she said.

In addition to threats perceived as directly linked to regime actors and institutions, many
respondents also mentioned government-organized trolls and inauthentic accounts
engaging in coordinated attacks against their social media posts. An activist exiled from
Tanzania observed a pattern where waves of abusive comments flooding her social media
posts were initiated in the early morning, as if the attackers “had just started their shift.”
She suspected the attacks from these “lice” - as they are called in Tanzania - emanated
from a troll farm run by the Tanzanian government. Two Uyghur human rights activists
shared that they were targeted by smear campaigns from fake accounts using identical
message templates and automated translations from Chinese into English. These attacks
also intensified in accordance with working hours in China and usually stopped on
weekends. These inauthentic timing patterns in the attacks against women critical of
the Chinese government have been documented and visualized by researchers in other
work.*® Two activists originating from federal republics in Russia’s Far East described how
they were attacked for their anti-war activism by different groups of trolls organized, as
they recounted, both by the local authorities in their respective home regions and the
central governmentin Moscow. One of the women explained that comments denigrating
her social media posts would appear in the comment section around the same time
and with similar content. While one group of trolls posted in the local language, others
commented in Russian and repeated the narrative of the Putin regime.

In addition to direct attacks by state or state-linked perpetrators, many of our respondents
mentioned attacks by diaspora government supporters. These attacks were particularly
problematic as they came with a higher perceived risk of physical threats in the host
country. These risks seemed even more intense for women, and were further amplified
for those belonging to ethnic minorities, because of existing patterns of gendered and
racial discrimination. Reports of potential infiltrations and spying within diaspora groups
further intensified feelings of uncertainty and distrust. For example, research participants
originating from Turkey felt especially threatened by loyalists of President Erdogan and
right-wing nationalists who responded aggressively to any form of dissent. Attacks by these
groups appeared to be self-initiated rather than directly linked to, and organized by, a state
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actor. While not necessarily state-linked, respondents explained that these groups threat-
ened to report government critics to authorities in Turkey in order to have them arrested
if and when they returned for a visit. A woman living in Germany from the Alevi commu-
nity, a religious minority in Turkey, said that she was afraid whenever she or fellow activists
travelled back home. “l am always worried, because | know that there are reporting mecha-
nisms for the government. There are apps and websites and people can easily report back
to the government and make accusations,” she said. In acomparable case, a Saudi student
at a British university was sentenced to 34 years in prison in Saudi Arabia for retweeting
posts of Saudi women rights activists when she returned home for a visit.*

Other respondents of Turkish and Kurdish origin living in Germany, which hosts the
largest diaspora from Turkey worldwide, shared that after being attacked online they
feared someone would recognise them in the street or find out where they lived. Such
fears were not unwarranted as shown by the case of an Eritrean human rights defender
in Sweden. Following calls to attack her on Facebook, members of the Eritrean diaspora
harassed and assaulted her eight times in places that included the supermarket, the gym,
and the subway. Eventually, she stopped using public transport. Both the governments
of Eritrea and Turkey rely on large sections of government supporters in their diasporas
to function as levers of control and punishment against critical voices.*

Meron Estefanos: An Activist from Eritrea*!

Meron is Swedish-Eritrean who grew up in Sweden, where her parents were
deeply involved in the Eritrean liberation movement. She moved back to Eritrea
in 2002 and stayed for two years. At the time, she did not know much about the
situation in her country of origin. When she arrived she was shocked to learn
about the forced military service and other restrictions that the state imposes on
its population. “There is no such thing as freedom of expression or movement,”
she says. After her return to Sweden she began engaging in human rights activism
opposing the Eritrean government. Meron currently lives in East Africa where she
continues to advocate for Eritrean refugees.

Communication and digital tools are key for Meron’s activism. She uses phone
calls to connect with refugees during their dangerous journeys. She relies on
Proton Mail, Signal, and other channels to securely share information on human
traffickers with law enforcement and human rights groups in different countries.
Social media platforms like X and Facebook help her raise awareness and
pressure decision makers to better protect the human rights of Eritreans. With
her reporting on human trafficking and advocacy for Eritrean refugees, she feels
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she has stepped on the feet of various
governments, including Ethiopia,
Rwanda, and Israel. But it is mostly her
criticism of the Eritrean government
that exposes her to gendered threats
and digital transnational repression.

Ever since becoming an activist, she
has been attacked by trolls who she
believes are organized by the Eritrean
government. After media appearances,
Meron regularly faces hundreds of
racist and misogynistic attacks. She

is repeatedly called “a prostitute,”

“an animal,” and “ugly.” Meron also
noticed that, after attackers target

the international journalists who
interview her, they appear less willing
to cover her activism and Eritrea. To
mobilize the diaspora against her,

she says, Eritrean government figures
have spread false claims that she
would receive part of the ransom paid to human traffickers and decide over the
fate of refugees who risked crossing the Mediterranean. “When they make such
accusations, it really harms you,” she says, referring to the thousands of Eritreans
who died after fleeing their home country.

The online assailants never challenge Meron’s ideas, rather they attack her as
awoman and question her parental ability. As she recounted: “They call me a
drug addict and that | lost my kids through social services even though I live with
my kids.” These constant attacks and accusations on social media leave Meron
feeling tired and depressed. She has also been subject to physical attacks. After
a Facebook post was circulated in Sweden that incited the Eritrean diaspora to
break her bones, she was assaulted by eight people in a nightclub. Other attacks
happened at the gym, in the supermarket, and on public transport.

To protect herself Meron constantly updates her digital security knowledge.
Activist support groups on digital safety and mental support have helped her
the most. She also takes breaks from social media and blocks perpetrators. Still,
Meron questions if online safety measures are worthwhile given the resources
repressive governments have at their disposal. Meron believes that social media
companies have neglected Eritrean communities as they fail to capture how hate
speech and bullying in local languages violates platforms’ guidelines.

China also leverages members of its large, globally distributed diaspora to pressure and
silence critics.*? Certain Uyghur respondents shared suspicions that the government
incites Chinese students on government-sponsored study-abroad programs to disrupt
events and protests in Western countries that raise awareness about the genocide against
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the Uyghur population. A Uyghur human rights advocate recalled a presentation she gave
atauniversity in the U.S. where a Chinese student constantly tried to interrupt and distract
her. One of the organizers later told her it was as if “an internet troll was taken from the
cyberworld and putin our classroom.” In addition to such direct disruption, respondents
shared how the Chinese government tries to infiltrate and instrumentalize the Uyghur
diaspora. Threats against families in the country of origin are used to blackmail diaspora
members to spy on others.** The same human rights defender also explained how social
media accounts of Uyghur individuals shared fake photoshopped photos of her naked and
spread rumours about how she had destroyed her husband’s previous marriage, which
led to her isolation within the diaspora community. Because the language and narrative
of these allegations resembled the Chinese Communist Party (CCP)’s broader strategy
of using patriarchal norms to suppress politically active women,* she suspected these
individuals were backed by Chinese authorities or forced to post this content.

Even in cases where the majority of emigrants shared an opposition to the home regime,
participants reported attacks from other exiles. According to interview participants, the
Iranian regime appeared to be particularly adept in manipulating divisions within the
diaspora to pit groups against one another.* For example, several respondents described
how regime-affiliated social media accounts disseminated information that helped portray
them as “regime apologists,” stirring up harassment and abuse from hardline opposition
groups. An Iranian journalist in exile explained that someone - she suspected government
agents - managed to access and leak her confidential communication with contacts in Iran.
The way the leaked information was framed spoke to existing conflicts in the diaspora. As
a result, she explained that she was not only attacked as a “traitor” and “regime collabo-
rator,” but also faced gendered threats and abuse on a massive scale.

3.4 The Motives and Triggers of Gender-Based Digital
Transnational Repression

When authoritarian regimes repress across borders, they aim to strengthen their position
both domestically and on the international level.*® Autocrats seek to silence human
rights defenders who can mobilize international attention, causing reputational damage
and external pressure. They also try to contain diaspora activists who might influence
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domestic audiences by spreading alternative views or supporting the organization of
political discontent.*” Cross-border repression often targets figures with a certain visibility
and outreach in transnational information flows who are perceived to contest the power
and control of the home state regime.*® Exiled women human rights defenders, especially
those who successfully leverage their position in transnational advocacy networks and
influence public opinion and decision-making in Western democracies, challenge not
only the authority of the authoritarian regimes in their home country, but also the patri-
archal norms that undergird their rule.

Attacks against targets in exile or in the diaspora are not random, but often appear to
be triggered by specific events or occasions. Many study participants drew a direct line
between the threats they experienced and their work to raise awareness and expose their
country of origin’s abuse of power and human rights violations. Two exiled Azerbaijani
journalists were threatened for reporting on police torture and government corruption.
An Iranian journalist was attacked for exposing disinformation by the Revolutionary
Guard that aimed to cover up the killing of protesters in 2019. Uyghur human rights
advocates were harassed and smeared as they tried to raise international awareness on
the genocidal persecution of their people in the Xinjiang region in northwestern China.

Respondents also tied the attacks against them to their criticism of government author-
ities and their public visibility in doing so. For example, a participant from Turkey’s
diaspora gave interviews on German television in which she questioned the policies of
President Erdogan, while a Russian activist published a viral TikTok video lambasting
Putin and the war against Ukraine. A Hong Kong activist commented on the apparent
link between digital harassment and her media visibility: “if | go on media...l getabunch
of attacks the day after.” Similarly, a Rwandan activist observed a pattern of attacks in
conjunction with her public appearances and meetings with policy makers in the U.S.
and Europe: “It’s clearly aligned with the day and time of my engagements.” Likewise,
a Chinese activist faced a surge in trolling after a high-profile speech in the Australian
Senate, noting that “the trolls were really active after that.”

Other respondents mentioned speaking out during sensitive political events in their
country of origin, such as during protests, elections, or armed conflicts, as a catalyst for
heightened abuse and harassment. Two Chinese activists described escalated threats
during the National Congress of the Chinese Communist Party (CCP). One also observed
that the Chinese national day “was a big day for the Chinese communists. So they have a
lot of people on Twitter to attack their enemies.” She noted that the attacks also increased
around other special dates, such as the anniversary of Tiananmen Square.
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In allthese examples respondents demanded accountability: they posed critical questions,
revealed information that was hidden by those with power, and challenged governments
to justify their conduct. The threats targeted at respondents sought to mute their voices, a
core practice of authoritarian rule.” For offenders, gendered abuse and misogyny served
as tools to subvert and punish criticism and dissent against the home state from abroad.

In other cases, attacks on research participants were clearly tied to speaking out about
issues of gender equality and women rights. Topics such as intimate partner violence,
femicide, sexual harassment, female sexuality, divorce, and abortion rights consistently
triggered extensive threats and abuse. Some respondents said that simply being present
in public would trigger anincrease in insults and threats against them. The range of poten-
tial perpetrators was also broader including regime actors and their affiliates as well as
members of the same diaspora community, opposition groups, and even colleagues and
friends. In these types of attacks, the gender-identity of the targeted women, in addition
to their opposition to patriarchal power structures, appeared to motivate the attacks and
threats they experienced.

When asked about the underlying intent of the attacks they were exposed to, research
participants unanimously believed the purpose was to intimidate and silence, humiliate,
and discredit them. Their experiences showed that assailants sought to inhibit women’s
political participation in public space by reinforcing gendered hierarchies. These findings
highlight that, for authoritarian rulers, patriarchal ideas and chauvinism running through
certain communities often conveniently align with their goal to suppress demands for
transparency, justice, and political rights. Authoritarian states rely on such structures to
fuel hostility towards women human rights defenders and, consequently, bolster their
own unaccountable and oppressive regimes.

3.5 The Impacts of Gender-Based Digital Transnational
Repression

3.5.1 Stress and Anxiety—Impacts on Mental Health and
Wellbeing

The digital threats, insults, and harassment experienced by respondents deeply impacted
their mental health and wellbeing. Respondents described feelings of exhaustion, stress,
anxiety, burnout, sleeplessness, and depression as a result of attacks and threats they
received. The abuse and hate that would inevitably follow any of their posts caused dread
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and doubts, paving the way towards self-censorship and withdrawal. Others described
the ways they engaged with their attackers, for example by investigating and blocking
profiles or countering allegations, to the point that they had no energy left for their actual
work.

An Iranian singer and feminist activist said she found herself in a constant dilemma. She
debated whether to post online and witness unfolding attacks against her, or simply
to live with the uncertainty that her profile might have been taken down again. As she
explained: “something you've built, the audience you’ve gained, and the relationships
you’ve formed through your page [...] disappear at any moment.” Another Iranian partic-
ipant, a women’s rights advocate in the U.K., recalled how the mental pressure and
damage resulting from the smear campaigns against her became so severe that she
“preferred not to exist at all” and contemplated suicide.

Dounia Filali: A Journalist from Morocco®®

Dounia Moustaslim (also known as Dounia Filali), a journalist in exile, was among
the first to expose the Moroccan security apparatus’ use of spyware against political
figures and journalists. Through her newspaper and YouTube channel, she also
reported on political repression and human rights abuses, including torture. Her
work gained attention, but also brought her under dangerous scrutiny.

In 2020, while living in China, Dounia uploaded a teaser for an interview with a
political activist. Soon after, her pictures were plastered across Moroccan newspapers
linked to the state’s security agencies. These outlets, in collaboration with the
government, launched a smear campaign that quickly shifted from attacking her
work to targeting her personally and sexually - tactics often used against women
dissenters. As Dounia recounts: “[i]f the target is a woman, false charges related to
prostitution, immorality, and the like are immediately fabricated against her.”

The harassment initially targeted her family, falsely accusing her mother of
“forbidden relationships.” These stories spread through Moroccan media and
social media platforms. Soon, the attacks turned on Dounia, labelling her

a “corrupt prostitute” and accusing her of selling sex toys. The accusations
escalated to claims of arms trafficking, drug smuggling, and money laundering,
particularly as her reporting covered sensitive political issues. Videos mocking
her were produced in multiple languages and shared with Chinese authorities
triggering an investigation into Dounia and her family.

One day, a Moroccan agent filmed her home in Shenzhen and threatened her by
sharing a video with online groups of the local Moroccan diaspora community in
China. Recognizing the imminent risk Dounia faced from the Moroccan regime
while she was abroad, the UNHCR determined that she was a refugee under
international law.

However, the harassment she faced from Morocco, even in China, forced Dounia
and her family to flee to France in 2021. The disinformation followed. She believes
that new waves of disinformation campaigns alleging that she had hidden assets
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and evaded taxes influenced French
authorities to suspend her access to
accommodation and assistance. Dounia
felt abandoned by the system that
should have protected her: “[When] will
this psychological torture practiced by
the French government and, behind it,
the Moroccan government, end?”

The disinformation did not just damage
her reputation - she also believes it
jeopardized her refugee claim in France.
She observed that Morocco adjusted the
content of its disinformation campaigns
based on Dounia’s host state, aiming to
create complications for her within each
political context. “Hundreds of articles
started circulating false accusations,
claiming we supported Iran and
Hezbollah,” she recalls. These lies were
based on a fabricated Facebook post that
was falsely attributed to her husband.

Fearing further attacks, Dounia cut off communication with her family in Morocco
and avoids sharing personal information online. Despite the toll this constant
pressure and threat to her safety has taken on her health, she remains determined
to continue her human rights work. She hopes her story will inspire other
journalists and activists to resist repression.

The threats and attacks experienced by respondents also profoundly altered their sense
of security. Respondents were particularly troubled by messages threatening to find
them or harm their children. Similar to Noushin, the Iranian journalist whose story we
presented in the introduction, several participants said they were afraid to leave their
homes and venture freely on the streets after experiencing a sustained wave of online
abuse. A few participants, notably of Iranian, Uyghur, and Azerbaijani origin, said they
preferred living in buildings with increased security measures, such as CCTV surveil-
lance or guarded condos. The anxiety was even more pronounced in host countries that
were easily accessible to agents from the country of origin. A Tartar activist, who was
exposed to a massive online attack and rape threats for her video statement on Russia’s
violent colonial history, lived in Serbia at the time the video was released. As Serbia still
maintained close ties to Russia even after the start of the full-scale war against Ukraine,
she became concerned about possible assaults. “You start to think...do the people who
write to you on Telegram know where you are?”, she said, pointing out how easy it was to
find someone to simply beat her up. Even when she moved to the Netherlands, her sense
of security was not fully restored. Referring to the attempts to poison several Russian
exiled journalists in European countries she added: “Nowhere is safe actually and you
cannot really hide from Russian security services.”



For many respondents, residing in a Western democracy did not necessarily allay fears
raised by transnational threats. A Uyghur human rights defender leading a diaspora
association based in the U.S. explained how she had tried to ignore the slurs and rumours
spread by those seeking to undermine her credibility. However, the attacks became more
serious for her when Chinese trolls posted her home address on social media and in the
comments section of a public online event. “I have kids, | got scared. | don't want to
lie. At night, | had a hard time sleeping. | tell myself that I live in the U.S. so what could
they do...But at the same time, you never know.” She also found out about attempts to
infiltrate her social circles with spies and she felt observed by unknown persons in her
neighbourhood. The pressure of these threats and the advocacy work exposing her daily
to the trauma of the genocide against her own people culminated in a panic attack that
sent her to the hospital.

While some participants felt they were up against a powerful state, others, who believed
they were targeted by regime loyalists in the diaspora, felt that any of their online
attackers could be living right next door. A young German journalist of Assyrian descent
from Turkey described being attacked by the social media accounts of the Grey Wolves,
a group of Turkish right-wing extremists, after she reported on the oppression of ethnic
minorities in Turkey. She also received a direct message on X from one of these profiles
bullying her with surprisingly intimate information about her. Deeply unsettled about
how the sender had obtained such personal detail, the journalist became anxious that her
phone had been hacked or people were spying on her: “| was terribly scared. [...] | didn't
know at all who was doing what behind my back or whether someone in my environ-
ment or some of my friends were playing a false game.”

3.5.2 Distrust and Isolation—Impacts on Social Networks
and Relationships

Digital threats also affected the social relations of the respondents in this study.
Relationships with families and partners deteriorated under the stress and uncertainty
caused by online harassment, attacks, and surveillance. The mistrust seeping into
diaspora communities and online networks led to isolation and withdrawal.

Many research participants were forced to limit connections to family members in their
country of origin to protect them from harm. They kept conversations with loved-ones to
generalities and small talk, avoiding politics and their activist work. Some cut ties with
family members on social media, deleting photos and even unfollowing their siblings.
Others sacrificed contact entirely and stopped communicating with their relatives. Most
Uyghur respondents had not heard from their families for years.

In other cases, respondents’ family members still residing in their country of origin were
harassed and threatened in retaliation. This pressure naturally transferred to the activists,



confronting them with feelings of guilt and a dilemma over how to continue their work.
An Iranian journalist and human rights defender explained how her parents had asked
her to stop giving interviews to Persian-language media abroad because of the possi-
bility of putting them at risk. Her mother once told her that she would mute the sound
when she saw her daughter on television. “My mom said, | just want to see your face, but
| do not care about what you are saying. What consequences do these words have other
than threatening your brother?"

The risks and mental costs associated with diaspora activism also strained respondents’
relationships with their partners. The same Iranian journalist explained how her husband,
seeing her depressed and anxious under the weight of online attacks, tried to convince her
to quit activism. “It has been very difficult for me when everyone...my family, my husband,
mom, dad...all tell me to stop my activities,” she said. Other participants shared that
partners urged them to abandon activism in order to prevent further harm to themselves
and their families. An Indigenous activist from the Far East of the Russian Federation who
engaged in anti-war activism reported how the daily routines of her engagement put
her relationship under pressure, even though her husband was generally supportive. In
addition to herregular job, she was busy into the evening organizing protests and writing
social media posts, whereas her husband took over household chores and childcare.
Under these circumstances, she found it difficult to expect sympathy when dealing with
the anxiety and depression caused by online abuse and threats.

The relationships of other respondents collapsed under the pressures resulting from their
activism. An Iranian activist based in Canada mentioned that her Iranian partner broke
up with her after she received threats likely coming from the Iranian regime or its affili-
ates. Similarly, a Moroccan human rights defender living in the U.S. said that her partner
had left her because her struggle against the Moroccan government and its supporters
was “taking such a big part” of her life.

As a consequence of online harassment and surveillance many respondents became
more cautious in their overall social relations, especially to other diaspora members.
Several women said they were distrustful whenever they met new people. Worried that
the other person might have been sent to spy on them, they examined new acquain-
tances for suspicious behaviour. Other participants avoided places and events frequented
by other members of the diaspora or exile community or switched to another language
whenever they heard someone speaking in their first language.

The experience of seeing online defamation and rumours amplified by ordinary people
also undermined some respondents’ trust and openness to others. An Eritrean human
rights defender said she had become cynical and reduced her socializing because “people
don’tdeserve my time.” An Iranian journalist based in France recalled how another person
living in exile, whom she had met in person, later shared social media posts smearing her



reputation. As a result she was constantly ruminating about how others could cause her
harm and kept to herself even more: “It’s like I'm building a wall around myself.”

A human rights defender from Rwanda shared that she avoided dating men out of fear
they were sent by the Rwandan government to harm her. Because of the risks of physical
threats from Turkish government supporters, two Kurdish participants in Germany also
said that they had adapted their dating behaviour. While one of them avoided publishing
her photo on dating apps, reducing her likelihood of meeting anyone at all, another
respondent carefully scanned the online profiles of potential candidates, restricted the
amount of personal details she shared, and prudently chose the location for her first
meeting. A journalist of Chinese origin living in Australia described that her profiles on
dating apps had been repeatedly suspended as a result of coordinated complaints that
she suspected came from government-affiliated trolls.

Repression targeted at research participants also led to other diaspora or exile community
members distancing themselves. An Eritrean human rights defender recalled attending a
wedding in her community and hearing other guests whispering that she was considered
part of the opposition. For Uyghurs abroad, even an association with a person speaking
out about the camps and the genocide can have grave consequences.®! Out of fear for
their own relatives in Xinjiang, most diaspora members avoided being seen with human
rights advocates in public or sharing their social media posts. Several Uyghur participants
reported they had been excluded from community events and gatherings. A prominent
human rights activist in the U.S. said she was uninvited from a wedding after Chinese
police officers from her home town contacted the hosts and mentioned her by name as
an unacceptable guest. A camp witness in the Netherlands explained that others in the
diaspora talked to her only in private, but avoided adding her on social media or being
seen together with herin public. “Even taking a picture with meis a crime. Being around
me is also a crime. People keep a distance from me.”

3.5.3 Navigating Risks—Impacts on Activism and
Professional Work

The exhaustion, distrust, and uncertainty that came with the digital threats against
research participants also affected their activism and professional relationships.
Respondents who were exposed to smear campaigns were anxious of the extent to which
the allegations would undermine their reputation and credibility. They worried that
colleagues or fellow activists might believe the rumours, at least in part. Some pointed
out that even distanced family members had inquired whether the most egregious
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accusations were true. An Iranian journalist explained that people actually seemed to
accept the propaganda about sexual harassment and rape in her media organization
which spread online. “That is the bitter part of the story: the initial spark for these accusa-
tions is set by the cyber army of the Islamic Republic, but those who turn this spark into
a fire are ordinary users, the very people around us.”

As a consequence of the attacks they experienced, many research participants started
doubting their own willingness to bear the costs of activism and whether it was worth-
while to continue. Their deteriorating mental health affected productivity and work
routines. Some were forced to withdraw, at least temporarily. Like several other respon-
dents, an Eritrean human rights activist found that attacks which involved ordinary
diaspora members took a particular toll on her and nourished her skepticism. “l am not
an activist because | think | am the smartest person alive. | hope my work reflects the
desires of the majority of Eritreans. When | see people overwhelmingly respond against
my work | wonder if | am doing the right thing and it takes away from me.” She had taken
breaks from activism to recover and mentioned fellow women activists who had quit
entirely because they could no longer handle the harassment and insults. An Azerbaijani
human rights defender also said that the need to protect her health and family from the
fallout of massive online attacks left her no choice but to give up her work which she had
pursued for two decades.

Even research participants who continued with their activism work had to constantly
evaluate and navigate the associated risks. Fearing spying and surveillance, some
stopped attending larger gatherings with other exiles. Instead of speaking out in public,
others engaged in research and writing, behind-the-scenes organizing, published their
work anonymously, or met within smaller, trusted circles. A Russian activist explained
that she avoided openly collecting donations for Ukraine or writing about Russia as a
“terrorist state” because such activities could be used to build a criminal case against
her. The permanent possibility of being exposed to another wave of online harassment
reminded an exiled Iranian journalist of the “red lines” that limited news publishinginside
Iran. As she described, “unconsciously in your mind, you think if | write this sentence,
they might attack me again.”

In addition to eliciting varying degrees of self-censorship and restraint, digital trans-
national repression also raised the costs of activism for research participants. Several
respondents said they spent hours filtering through comments full of insults to block
and report profiles on social media platforms. The time and energy they invested in this
disheartening labour could have been easily directed to more positive work. A Kurdish
activist who lost her Instagram profile with 4000 followers after coordinated attacks
explained how she had to rebuild her community network from scratch.

Other constraints went beyond the digital realm. When her brothers were arrested in



retaliation for her activities, an Azerbaijani journalist based in Norway went into finan-
cial debt to cover the expenses for the legal proceedings and to sustain the family. A few
respondents said that due to criminal cases opened against them, they had to carefully
consider travel routes to avoid getting detained and extradited by authorities in countries
cooperating with the government in their country of origin.

Finally, the impacts of online threats, defamation, and heightened security concerns
also affected the professional careers of some respondents in the host country. A Syrian
activistin the U.K. said that because of the traumatizing impacts of violent threats against
her she had stopped working on Syria-related projects and shifted her focus to other
countries. An Iranian women rights defender in Canada thought that an international
company in the health development sector which was about to hire her retracted the offer
at the last minute because they had learned about her activism and imprisonmentin Iran
and feared that potential working relations with the country could be negatively affected.
A Chinese journalist based in Australia explained that massive trolling and threats from
other diaspora members made it difficult for her workplace to guarantee her safety and
impeded her development within the organization. Similarly, a well-known Bahraini
human rights defender thought that not all human rights organizations had the willing-
ness and resources to do the extensive risk assessments that were necessary before
working with her.

3.6 Digital Security Practices and Behavioural Changes

Research participants took a number of steps to mitigate the harms of digital attacks. They
adapted their user behaviour and relied on different digital hygiene tools and practices.
It was the targeted women who clearly bore the burden of such “preventive labour.”>?
They were constantly assessing the risks of their online environment and invested time
and effort to seek out digital security solutions to better protect themselves.

Two-factor-authentication and strong passwords - including the use of password
managers - to access email and social media accounts were among the most commonly
mentioned security practices used by participants. Signal and Proton Mail were frequently
brought up as the communication tools that respondents perceived as the most secure.
In contrast, Facebook Messenger, Telegram, and to some extent WhatsApp were consid-
ered less safe for sensitive communications. Many respondents only used these latter
platforms when there was no other option. A Russian anti-war activist based in Poland
said that on occasion she still uses Telegram because of contacts who could not be
reached otherwise. She treated these communications “as if somebody definitely reads
our correspondence.”
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Meryem: A Human Rights Activist From Xinjiang, China*

Meryem and her family left the Xinjiang region in China for Turkey in the early
1990s, before settling in North America. As a child, Meryem’s first exposure to the
Chinese government’s attempts to tightly control information about the rapidly
intensifying oppression of the Uyghur culture and community in northwestern
China was from family members engaged in human rights journalism. This
instilled in her a determination to advocate for her homeland and people. She
now works as a human rights defender in a nongovernmental organization.

Meryem has experienced various
digital threats in response to her
activism. She is frequently attacked by
what she believes to be Chinese state-
backed trolls on X, Facebook, and in
the comment section on public Zoom
meetings. Meryem’s home address was
posted on these platforms and, in turn,
she received waves of threatening and
hostile messages. She tried to mitigate
the impacts of this type of harassment
by turning off the comment section
during virtual events. Unfortunately,
while this approach blocks trolls, it also
prohibits engagement with genuine
participants who are interested in her
activism work.

Offline threats and harassment have
caused Meryem “reputational and
psychological harm.” For example,
Meryem explains that Chinese
government supporters attend Uyghur
human rights conferences with the
intent to humiliate, discredit, and shame her work. Meryem says that because
she is a woman, perpetrators believe her activism is less impactful than a man’s
activism. But Meryem responds to these perpetrators by explaining that “l am
being attacked [...] because | am speaking the truth [...] no matter what my
gender is.” Meryem knows she sacrifices her safety, but she will not let anyone
stop her from being an activist.

Still, Meryem’s wellbeing is compromised by the Chinese government’s online
harassment. She explains that, despite being an optimistic person, she suffered a
panic attack because of the surveillance tactics launched against her. Meryem also
experiences paranoia, engages in self-censorship, and refrains from communicating
with friends and family members to “limit the information accessible to the
attackers.” In the face of constant online harassment, Meryem tries to stay positive
by telling herself, “maybe | scared them, that’s why they want to scare me.” But
more tangible action is needed. Meryem calls on social media platforms to better
identify authoritarian-regime backed accounts that perpetrate gender-based digital
transnational repression so they can be reported and blocked.
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Respondents highlighted the importance of having a first point of contact with knowl-
edge on digital security. Often this person was a fellow activist, friend, or family member
with some tech expertise who was readily available to give urgently needed advice on
how to protect sensitive data and communications. The trust in these relationships also
helped respondents to overcome the gendered dynamics often built into interventions
for digital security education and support. Not only was available training mostly held
by men but some participants also found it difficult to admit gaps in their knowledge on
digital security because they did not want to contribute to stereotypes about women’s
inability to use technology.

Several respondents described their knowledge on digital security as poor, minimal,
or beginner level. They had attended only one or no training at all. Often these partici-
pants saw themselves as powerless vis-a-vis resourceful government actors relying on
invasive surveillance and coordinated defamation campaigns. In particular, the increas-
ingly widespread use of commercial spyware added to these feelings of helplessness.
A Russian activist who had never received training but tried to keep herself updated on
digital security said that seeing all the recent cases of Pegasus spyware infections made
her think that “everything | do to secure myself is not enough at all.”

In contrast to these individual efforts to protect themselves, respondents who worked at
large media organizations - with audiences in their countries of origin - received regular
training on digital security. These organizations often had dedicated staff for technical
and security support. Uyghur and Iranian journalists, in particular, mentioned these types
of resources presumably because China and Iran are widely recognised as persistent
perpetrators of digital transnational repression.

These differences in the digital security knowledge and skills of our respondents highlight
that the process of mitigating the risks of digital threats is also marked by issues of
inequality and privilege. Factors such as age, digital literacy, organizational ties, and the
political backing of the host state clearly shape access to information and support on
matters of digital security. As a result, some are exposed to more risks of digital threats
than others. However, in the transnational networks of diaspora human rights defenders,
any attack against the weakest link could lead to severe consequences for all involved. In
the struggle against resourceful state actors, the unequal distribution of digital security
resources and knowledge can introduce unforeseen risks and compound the vulnera-
bilities of all activists.

In addition to learning about the tools and practices of digital security, respondents also
carefully considered the risks of their online environment and adapted their behaviour.
They separated personal and professional accounts, scanned messages for phishing



attempts, and trimmed their followers on social media. To limit their exposure to threats
and insults, some respondents made their X and Instagram accounts private so that only
accepted followers could reply to their posts, or send a direct message.

Respondents also avoided posting personal information on social media or photos that
might expose families, friends, and other contacts. Several respondents said they were
reluctant to write about their emotions as they thought perpetrators would exploit such
information. An Iranian feminist said she stopped short of describing how much she
missed the cooking of her grandmother as regime agents would understand that she had
a special relationship they could use for insults and pressure. Others did not use geolo-
cation or post about their movements in real time. An Iranian journalist in London said
that when the threats against Persian-language media in the U.K. intensified and there
were credible warnings about potential physical attacks, she became cautious to even
share a photo of her balcony view out of fear it might help to locate her apartment. “I do
not even feel safe sharing a picture of a blooming rose,” she explained.

Some respondents also stopped using social media altogether, or at least for longer
periods until they found the emotional strength to face new potential attacks. A human
rights activist from Eritrea said she had not used Facebook for four years and since then
“life has been more peaceful.”

As a consequence of abuse and harassment, some participants carefully controlled
their own online appearance. A young Kurdish activist in Germany conceded that the
attacks on her looks had made her think preemptively about what dress or make-up to
wear in her online videos, saying, “how | appear online, whether | look good and what |
wear has an impact on how serious people take me.” A Uyghur human rights advocate
said she avoided posting photos of herself and her friends going out because in the
Uyghur diaspora community she believed such images could easily be used to smear
her reputation.

3.1 Facing Gender-Based Digital Transnational Repression

Digital security practices and changes in individual online behaviour had a limited impact
onrespondents’ ability to prevent attacks and abuse. They still had to deal with a consid-
erable amount of harassment, insults, and other threats. To mitigate psychological harm
and insulate themselves from their assailants, respondents came up with different coping
strategies. They actively reframed the attacks and built mental resilience, took care of
their mental health and wellbeing, and sought support from family, friends, and peers.

A few respondents brushed aside the impacts of online threats, stressing they could not
be affected. Some saw the attacks against them as a positive sign their work was having
an effect on the regime and its affiliates. Respondents from different countries of origin



said that, as a result of online harassment, they had received more support for their
work and were taken more seriously. In particular, Uyghur respondents considered the
decision to engage in human rights advocacy as a point of no return and they often felt
a strong moral obligation to continue speaking out. An activist in the Netherlands who
was consistently targeted with digital and physical threats said: “Despite all these diffi-
culties, | never regret that | joined this line of work. I always tell myself that I’'m doing the
right thing, I’'m on the right side. | can face my dignity in this world and next.” Another
outspoken Uyghur campaigner based in the U.S. pointed out that the attacks would
even push her to go further: “l want to show them that it’s not going to work. [...]. We are
human beings, you know, we get tired, we get sleepy, we get jet lag, and after all these
troubles, we just want to take a week off and rest. But when we see those attacks, we will
think: let's just make them go crazy!”.

Others compared their digital risks to the hazards faced by activists inside the country of
origin who were in the direct reach of repressive state agents. An Ethiopian journalist who
left her home country after enduring a period of detention said, when she embarked on
her professional career, she had prepared for “prison and death” - a reality for journal-
ists in Ethiopia. This experience helped her reframe the online attacks.

Several research participants recounted similar trajectories where initially they engaged
with the attackers but eventually built immunity against their attacks. These respondents
described how they initially tried to respond to insults and defamation in the often futile
attempt to dispel the rumours and counter accusations that were spreading against them
on social media. An Azerbaijani women’s rights activist recalled her learning process:
“Reacting to trolls was a mistake. The more you react, the more trolls write back and blow
up their opinions. | was giving them the platform to keep writing.” A Uyghur human rights
defender remembered that insulting language used against her made her so angry that she
replied in the same genre: “I shouldn’t have done that, | realized later. But | wasn’t doing
well mentally back then and neverin my life have | been attacked by someone in that way.”

Eventually these respondents came to disregard the attacks, setting other priorities
and preserving resources. The Uyghur human rights activist said she “numbed” herself
against the harassment. Another Uyghur respondent tried to draw strength from the
thought that she was not alone: “I think I've built a Chinese wall around me, trying to
ignore all these online threats and bots. | told myself I’'m not the only one, everyone is
experiencing the same thing.” Participants often came to realize that the perpetrators
wanted to see them weak and they turned their focus to persisting in the long run.

Recognizing the need to take care of their mental health and wellbeing, a number of
participants resorted to therapy and counselling. They used these sessions to process
the online threats they experienced as well as broader issues linked to their identity as



migrants with ties to repressive contexts. However, some respondents mentioned that
therapists in Global North countries sometimes had difficulty providing advice on how
to deal with authoritarian repression. AVenezuelan activist based in the U.S. even feared
that online therapy sessions could be intercepted by agents from her country of origin.
Other than therapy, respondents also mentioned activities such as yoga, meditation,
walks and time spent with friends, or going out as deliberate choices to disconnect from
the online world.

The majority of respondents turned to family, friends, and fellow activists for support in
coping with the harms of digital threats. They considered these safe circles asimportant
sanctuaries for solace and recovery. In particular, the connection with other women who
were confronted with similar threats was seen by many as helpful to learn about different
coping strategies and the evolving tactics of the attackers, and to not feel isolated. Several
participants highlighted the “sisterhood” of like-minded women activists as a key source
of solidarity and advice when facing online abuse and harassment. An Eritrean human
rights defender said she was in a Signal group that provided a space for moral encour-
agement and discussions about how to deal with trolls.

Yet, the support of the respondents’ close circles also had limits. Several respondents said
they were hesitant to share their experiences of sexual harassment with their partners
to protect them from distress and embarrassment. Others did not want to cause their
family members additional concerns about their safety. Two respondents from Iran and
Russia also pointed out that the resources for peer support were not endless. As each
person individually coped with the stress and uncertainty of living in exile and being the
target of transnational repression, they sometimes lacked the energy to help others who
might be going through a particularly intense online attack or mental crisis. At times,
these women said, it was necessary to draw boundaries to protect their own wellbeing.

In addition to seeking comfort and strength within their immediate environment, several
respondents spoke out publicly about the attacks they were facing, drawing support from
abroader online audience of followers. After announcing that she was being threatened by
numerous anonymous accounts, a Russian anti-war activist recalled that many people sent
messages of support encouraging her to continue her activities. An Azerbaijani journalist
said that going public about the abuse and harassment she experienced helped her realize
that she was not the only one going through this torment. It also connected her with organi-
zations that work to raise awareness of online safety risks for women journalists.

Furthermore, exposing perpetrators’ actions also represented a form of resistance.
Several participants mobilized their social media networks to report accounts involved
in attacks against them to the relevant social media platforms. After she exposed some
of the manipulation tactics she had experienced when being targeted by a coordinated
defamation campaign on social media and government-affiliated television programs, an



Azerbaijani journalist recalled her social media channels had gained thousands of new
followers - which she considered a positive development for her advocacy work. This
interviewee considered publicizing the attacks as a strategy to build immunity: “Onceit’s
public, they go back and review and realize they haven’t achieved anything.”

Respondents actively fought back against gender-based digital transnational repression
with various coping strategies, including developing mental resilience, building networks
of solidarity and peer support, and speaking out openly about the abuse they endured.
They found ways to defend their space, overcoming the fear, paralysis, and isolation that
perpetrators sought to instill in them. However, respondents’ resourcefulness could not
offset the power imbalances at the root of these threats. In their struggle against the
actions of repressive state actors that mobilize patriarchal structures and misogynistic
ideas against them, women human rights defenders require the support and protection
of the authorities in their countries of residence and the digital platforms on which most
of the attacks unfold. We turn to these two key actors in the next sections.



Section 4: The Role of Host States in
Protecting Against Digital Transnational
Repression

In Section 3, atheme emerged from participants who repeatedly conveyed the sense that
they were left alone to defend themselves against the threats of gender-based digital
transnational repression. Although research participants displayed resilience, the protec-
tion mechanisms available to them could be considered woefully inadequate to match
the scale and far-reaching nature of the threats and abuse they experienced - let alone
prevent gender-based digital transnational repression from occurring in the first place.

In exploring this absence of protection mechanisms, we bring our attention to the govern-
mentsin the host states where exiled and diaspora women human rights defenders reside.
Under international human rights law, host states have an obligation to curtail digital
transnational repression and protect human rights defenders and journalists within their
borders against cross-border repression by authoritarian actors. In this section, after
highlighting examples of respondents’ interactions with host state authorities, we discuss
selected initiatives undertaken by the U.S., Canada, the U.K., and some E.U. governments
to address transnational repression and more specifically digital transnational repres-
sion.>* If these states are to live up to their own domestic standards of human rights
protection, then they must implement more decisive measures to protect the funda-
mental rights of targeted individuals and communities.

4.1 Seeking Support from Host State Authorities

Our interviews confirm findings from previous research indicating shortcomings in
support from host state authorities for targets of digital transnational repression.> This
protection gap is even bigger for women targeted with gender-based threats from state
actors in their countries of origin because, according to some respondents, law enforce-
ment authorities often lack an understanding of the political motivation for such attacks
and the necessary sensitivity for dealing with victims of online abuse. As a result, many
respondents doubted the benefits of reporting incidents to the police in their host state.

54 An exhaustive list of such initiatives across all host states is beyond the scope of this report. However,
the following summary shows that, while host states are increasingly active on the issue of transnational
repression, there remains a lot of work to be done.

55 Yana Gorokhovskaia and Isabel Linzer (2022), “Defending Democracy in Exile: Policy Responses to
Transnational Repression,” Freedom House <https://freedomhouse.org/sites/default/files/2022-05/
Complete_TransnationalRepressionReport2022_NEW_0.pdf>; Anstis, Siena and Sophie Barnett
(2022), “Digital Transnational Repression and Host States’ Obligation to Protect Against Human Rights
Abuses,” Journal of Human Rights Practice 14(2).
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A Russian activist based in the Netherlands expressed her skepticism as follows: “There
is this kind of indifference towards online harassment, it is not commonly considered as
stepping stone for something more horrifying.”

Activists based in authoritarian host states with limited rule of law had no expectations of
support from authorities. Three respondents from Tanzania, Burundi, and Sudan livingin
Kenya, Uganda, and Tanzania, respectively, said they would not bother to report threats
to the police. In other cases, respondents believed that potential ties between authori-
ties in the host state and their country of origin meant that any encounter with security
forces entailed significant risks. Three study participants from Myanmar, who fled military
oppression to Thailand from where they continued to be involved in activism, explained
that exiles often had to bribe local Thai authorities to avoid deportation to their country
of origin. One of these respondents explained that, at checkpoints in the border region,
the Thai military would check the phones of individuals from Myanmar for photos and
other evidence of their participation in the resistance against military rule in their origin
country. “If someone cannot pay any money, they are deported back to the Myanmar side
of the border and sent to the Myanmar military.” Activist groups also had knowledge of
a list of high-profile exiles shared by the military leadership from Myanmar with security
agencies in Thailand demanding their extradition.

When participants based in democratic host states reported attacks to the police, they
were frustrated by the limited response. Especially in cases of online abuse, the evidence
presented was often not considered sufficient to initiate an investigation. One research
participant was a journalist from Turkey’s diaspora in Germany who had been targeted
with sexualised threats from social media accounts linked to the Grey Wolves, a transna-
tionally active group of Turkish right-wing nationalists. She recalled with embarrassment
presenting screenshots to two women police officers of threats containing highly intimate
details. The officers were neither familiar with the background of the organization nor
could they provide any advice on possible protection measures or emergency support.
She was eventually told that they could not do anything because the accounts had been
deactivated. She described the futility of the exercise: “and then you’re left alone with
that. In the end it was useless.” Similarly, an Iranian women rights defender in Canada
experienced online threats and sexual harassment originating from the social media
accounts of other Iranians, some of whom she believed were based in the same city. She
reported this to the police, who made her feel dismissed when they explained that these
posts would be protected under Canadian human rights law.

Other respondents were hesitant to report threats to police because they feared their
race, religion, or immigration status might cause additional problems and not bring the
expected protection. Ahuman rights defender from Bahrain summarized how growing up
in Scandinavia influenced her view on the authorities: “[t]he police were never a symbol
of protection for me, they are always a symbol of threat. And to me as a Muslim brown



woman in the West, | don't think the system is on my side. So, it doesn’t come to mind
that I could potentially go to the police and report on things!” An Iranian activist based in
France suspected that the interaction between law enforcement agencies and diaspora
members would also be influenced by the security interests of the host government. Even
in cases with a recognised risk of transnational repression, such as Iran, authorities might
approach potential target groups to seek information for their own investigations rather
than to provide protection.

In contrast, some respondents did receive police support from their host states. Uyghur
human rights defenders working in established diaspora and advocacy organizations in
the U.S. benefited from access to and protection from law enforcement authorities. These
women explained that they were in regular communication with the U.S. Federal Bureau
of Investigation (FBI) and were given direct contact information in case of emergency.
Some had also received advice on how to secure their apartments. In addition, they had
been able to raise the issue of threats from Chinese regime actors with government policy-
makers. These support networks clearly contributed to their feelings of safety.

The perception of China (and, in other cases, Iran) as a persistent perpetrator of transna-
tional repression and geo-political rival of the U.S. has likely worked to the advantage of
these communities. Working for well-connected organizations with the political backing
of the host government has likely given these human rights defenders better support than
members of other diaspora or exiled communities. This suggests that the protection of
targets at risk of transnational repression may depend on their positionality in the host
country context - which means that numerous individuals and communities are likely to
find insufficient protection even in a host state that is actively working on transnational
repression. Further, even where host state authorities provide support against the general
threats of transnational repression, such support mechanisms and interventions are not
specifically tailored to the gender-based aspects of such attacks. In this next subsection,
we examine various responses to digital transnational repression from a selection of host
states to better understand gaps in protection.

4.2 Host State Policies in Response to Digital Transnational
Repression

With the experiences of respondents in mind, we review a selection of host state policies
addressing transnational repression.>® While not exhaustive, our analysis suggests that

56 There have also been some multilateral efforts. For example, the G7 Rapid Response Mechanism
includes transnational repression as an area of concern. See Global Affairs Canada (2023), “G7 Rapid
Response Mechanism Annual Report 2022,” Government of Canada <https://www.international.gc.ca/
transparency-transparence/rapid-response-mechanism-mecanisme-reponse-rapide/2022-annual-
report-rapport-annuel.aspx?lang=eng>; Freedom House (2023), “Declaration of Principles to Combat
Transnational Repression,” <https://freedomhouse.org/2023/summit-for-democracy-transnational-
repression>.
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although states are increasingly aware of the issue of transnational repression (including
its digital dimensions), there are significant deficiencies in their responses and more
efforts need to be made to prevent such attacks. This section is primarily based on
desk-research analyzing public statements, documents, and other sources regarding
state responses to transnational repression.

4.2.1 Host State: United States

Under the Biden Administration, the U.S. emerged as a leader in responding to trans-
national repression. However, it remains to be seen how these policies will play out
in practice, whether they will remain in effect under subsequent administrations, and
whether they can provide sufficient protection for women human rights defenders based
in the U.S. who are targeted with digital or other forms of transnational repression.*’ In
particular, reforms around digital transnational repression (and transnational repres-
sion more generally) are not explicitly sensitive to the unique effects experienced by
women human rights defenders as targets of digital transnational repression.>® Further,
some reforms - such as encouraging targets of digital transnational repression to report
to law enforcement - may prove ineffective unless broader systemic changes ensure
that targeted persons have lawful status in the U.S., there is a shift in law enforcement
culture to be more sensitive to the particular needs of targets of transnational repres-
sion, and there are assurances that reporting such incidents will not negatively impact
asylum seekers’ refugee status.>

That being said, under the Biden Administration, the U.S. did make significant efforts
to “mainstream” an understanding of the practice of transnational repression in federal
agencies and in international fora. For example, the FBI undertakes awareness-raising
regarding the threat of transnational repression through various public-facing mecha-
nisms and runs a tip-line for individuals to report acts of transnational repression.®° The
U.S. Department of State includes coverage of transnational repression as an issue in its

57 Freedom House has also summarized and described U.S. responses to transnational repression with
observations regarding additional gaps in the country’s response to transnational repression. See
Freedom House (2022), “Unsafe in America: Transnational Repression in the United States,” <https://
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Tactics of Transnational Repression in the U.S.,” United States Government Accountability Office
<https://www.gao.gov/assets/D23106183.pdf>; U.S. Department of State (2024), “United States
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counterintelligence/transnational-repression>.
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country reports.®! The U.S. Department of Justice (DOJ) has issued indictments against
several individuals, characterizing the alleged underlying acts as transnational repres-
sion.®? Legislative measures have also been taken and/or are being debated at the time of
publication of this report. In 2021, the U.S. Congress passed the Transnational Repression
Accountability and Prevention Act (“TRAP Act”) intended to help address the abuse of
Interpol.®® Further, several bills addressing transnational repression are also pending,
one which proposes to criminalize the practice (the “Schiff Bill”)®* and another which
proposes specific policy responses (the “Merkley Bill”).%

These U.S. responses to transnational repression have included a specific concern for
digital transnational repression. The Merkley Bill proposes to develop and refine inter-
agency responses to transnational repression including addressing the “access, use,
and storage of personal digital data by governments and technology companies for the
purposes of transnational repression”® as well as proposing assistance to civil society
organizations which includes digital security installation and support, emergency
response to cyberattacks, and the development of “enhanced capacity to deter surveil-
lance and monitoring by malicious actors.”®’

The U.S. Cybersecurity & Infrastructure Security Agency (CISA) announced the creation
of a Strategic Dialogue on Cybersecurity of Civil Society Under Threat of Transnational
Repression (“Strategic Dialogue on Transnational Repression”), along with Australia,
Canada, Denmark, Estonia, France, Japan, New Zealand, and the U.K., with the goal of
information-sharing regarding actions and best practices in response to transnational
repression, the threat landscape, and opportunities for protecting the cybersecurity
of civil society actors.®® CISA has also implemented a High-Risk Community Protection
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Initiative to respond to transnational repression and a Joint Cyber Defense Collaborative
(JCDC) intended to bring together technology companies, civil society groups, and
government to “strengthen the cybersecurity of civil society organizations in the U.S.
under threat of transnational repression.”® CISA and other internationally-based cyber-
security agencies have developed a guide for civil society groups to mitigate the risks of
digital transnational repression perpetrated by states.”® Suggestions are targeted towards
civil society organizations, civil society individuals, and software manufacturers.

The U.S. response to digital transnational repression under the Biden Administration
also sought to curb the activities of the mercenary spyware industry. Spyware is not only
used by governments to target and surveil perceived domestic opponents, but also to
reach across borders and engage in the transnational surveillance of diaspora and exile
communities.™ Efforts have included: an Executive Order prohibiting the use of spyware
by the U.S. government where it poses counterintelligence or security risks to the U.S. or
theimproper use (such as targeting human rights defenders) by a foreign government or
person;’?adding spyware companies to the Commerce Department’s Bureau of Industry
and Security Entity Control List;" revising export controls; and implementing visa restric-
tions,” among other initiatives.”
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71 Stephanie Kirchgaessner (2021), “Hotel Rwanda Activist’s Daughter Placed Under Pegasus Surveillance,”
The Guardian (July 19) <https://www.theguardian.com/news/2021/jul/19/hotel-rwanda-activist-
daughter-pegasus-surveillance>.

72 The White House (2023), “Executive Order on the Prohibition on Use by the United States Government of
Commercial Spyware that Poses Risks to National Security,” (March 27) <https://www.whitehouse.gov/
briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-
states-government-of-commercial-spyware-that-poses-risks-to-national-security/#:~:text=Theref-
0re%2C%201%20hereby%20establish%?20as,foreign%20government%200r%20foreign%20person>.

73 U.S. Department of Commerce Office of Congressional and Public Affairs (2023), “Commerce Adds
Four Entities to Entity List for Trafficking in Cyber Exploits,” Bureau of Industry and Security <https://
www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3297-2023-07-18-bis-
press-package-spyware-document/file>.

74 Antony Blinken (2024), “Announcement of a Visa Restriction Policy to Promote Accountability for
the Misuse of Commercial Spyware,” U.S. Department of State (February 5) <https://www.state.
gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-
commercial-spyware/>.

75 Industry and Security Bureau (2022), “Information Security Controls: Cybersecurity Items,” Federal
Register (May 26) <https://www.federalregister.gov/documents/2022/05/26/2022-11282/information-
security-controls-cybersecurity-items>.



https://www.dhs.gov/news/2023/03/30/secretary-mayorkas-discusses-new-us-efforts-counter-spread-digital-authoritarianism
https://www.dhs.gov/news/2023/03/30/secretary-mayorkas-discusses-new-us-efforts-counter-spread-digital-authoritarianism
https://www.cyber.gc.ca/en/news-events/mitigating-cyber-threats-with-limited-resources-guidance-civil-society
https://www.cyber.gc.ca/en/news-events/mitigating-cyber-threats-with-limited-resources-guidance-civil-society
https://www.theguardian.com/news/2021/jul/19/hotel-rwanda-activist-daughter-pegasus-surveillance
https://www.theguardian.com/news/2021/jul/19/hotel-rwanda-activist-daughter-pegasus-surveillance
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-states-government-of-commercial-spyware-that-poses-risks-to-national-security/#
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-states-government-of-commercial-spyware-that-poses-risks-to-national-security/#
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-states-government-of-commercial-spyware-that-poses-risks-to-national-security/#
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3297-2023-07-18-bis-press-package-spyware-document/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3297-2023-07-18-bis-press-package-spyware-document/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3297-2023-07-18-bis-press-package-spyware-document/file
https://www.state.gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-commercial-spyware/
https://www.state.gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-commercial-spyware/
https://www.state.gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-commercial-spyware/
https://www.federalregister.gov/documents/2022/05/26/2022-11282/information-security-controls-cybersecurity-items
https://www.federalregister.gov/documents/2022/05/26/2022-11282/information-security-controls-cybersecurity-items

CITIZEN LAB RESEARCH REPORT NO. 180

4.2.2 Host State: Canada

In Canada, transnational repression falls within the departmental portfolio responsible
for addressing foreign interference.”® In September 2023, the Canadian government
launched a Public Inquiry into Foreign Interference.”” This process began after the June
2023 killing of Hardeep Singh Nijjar, a Sikh separatist leader in Canada, and the Canadian
Prime Minister’s subsequent allegation that the Indian government may have been
involved.™ While the inquiry primarily focused on interference in Canadian elections,
the Commission’s initial report, published in May 2024, identifies the targeting of diaspora
communities as “one of the primary ways in which countries carry out foreign inference
in Canada.”” The Commission process, however, has been riddled with controversy. For
example, a Uyghur human rights group pulled out “claiming the process could put victims
at risk.”®® Others note that the Commission lacks the ability to help and protect targets
who had already complained about transnational repression to Canadian law enforce-
ment.?! The failure to protect victims of transnational repression while asking them to
provide testimony to a government commission effectively illustrates how out of touch
Canadian government officials are with the risks faced by diaspora and exile communi-
ties in Canada.

Prior to these developments, in October 2023, the Standing Committee on Access to
Information, Privacy and Ethics published a report on “Foreign Interference and the
Threats to the Integrity of Democratic Institutions, Intellectual Property and the Canadian
State.”® This report stated that the definition of foreign interference includes the targeting
of “diasporacommunitiesin relation to homeland issues.”® The Committee recommended
that the Government of Canada “ensure that any legislative mechanisms developed to
counter foreign interference take into account how they might affect individuals and
communities already victimized or targeted by foreign interference in Canada, and that
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itinclude these communities in developing measures to counter the impacts of interfer-
ence on them.”® The National Security and Intelligence Committee of Parliamentarians
(NSICOP) has also published analysis on foreign interference, which included references
to transnational repression.®

However, recognition of the problem of transnational repression within Canadian borders
is a far cry from taking specific measures that effectively protect targets - particularly
women human rights defenders in exile or in the diaspora - and evaluate thisissue from a
human-rights centred perspective. For example, in June 2024, Bill C-70,An Act Respecting
Countering Foreign Interference, was enacted. While intended to strengthen “Canada’s
ability to detect, disrupt and counter foreign interference threats to all people in Canada,
including members of diaspora communities, through a series of new measures and legis-
lative amendments to national security and criminal laws,”® this legislation has been
the subject of extensive criticism from human rights organizations as being in breach of
Canadian constitutional and human rights law.®’

Canada has also engaged in multilateral action to address transnational repression. It
is among the signatories of the U.S.-led Strategic Dialogue on Transnational Repression
and the Joint Statement on Efforts to Counter the Proliferation and Misuse of Commercial
Spyware.®® It was also a participant in the drafting of a set of Guiding Principles on
Government Use of Surveillance Technologies, and a member of a multilateral Code of
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Conduct for Enhancing Export Controls of Goods and Technology That Could Be Misused
and Lead to Serious Violations or Abuses of Human Rights.®® It remains to be seen how
much of an active participant Canada will be in these processes, or whether it takes a
backseat to these primarily U.S.-led policy interventions around transnational repression
and remains passively aware, but ultimately unmoved, in tackling the issue.

Canada does employ some practices that recognize how members of specific exile or
diaspora communities are targeted by foreign states.”® For example, it shares informa-
tion about transnational repression with foreign governments and dedicates a “stream for
resettling human rights defenders as refugees in Canada.”®* But members of diaspora and
exile communities living in Canada share that digital transnational repression remains an
“everyday problem for many Canadians” that the government has failed to adequately
address.” In short, Canada’s limited policy interventions to date regarding transnational
repression, including its digital forms, have been lacking and such communities remain
without effective protection.

4.2.3 Host States in Europe

The European Union (E.U.) and its member states as well as other European countries
show varying degrees of awareness of the issue of transnational repression. A lack of a
shared problem definition and diverging political priorities have delayed any coordinated
response. As in Canada, within the E.U., transnational repression is often subsumed under
initiatives seeking to counter foreign interference which is perceived as a growing threat
to democratic institutions and processes.*®

In May 2023, the Committee on Legal Affairs and Human Rights of the Council of Europe’s
Parliamentary Assembly published a draft resolution that was one of the first documents
atthe European level dedicated specifically to transnational repression, providing a defini-
tion and a set of broad recommendations for countermeasures.** The E.U. Parliament
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adopted two resolutionsin March 2022 and in June 2023 with recommendations regarding
steps that need to be taken to address foreign interference, including addressing the role
of online disinformation.*® The European Parliament has also adopted a recommenda-
tion in 2022 regarding the negotiation of a cooperation agreement between the E.U. and
Interpol limiting the institution’s abuse by repressive regimes targeting critics abroad.*

More specific to digital transnational repression, the European Parliament’s Committee of
Inquiry to investigate the use of Pegasus and equivalent spyware (the PEGA Committee)
has outlined a set of proposed reforms to curb the abuse of spyware.’” Further, the E.U.
Digital Services Act provides a set of measures intended to update and harmonize the
legal framework in the E.U. around the regulation of illegal content, including disin-
formation.®® Transparency provisions in the Act have been identified as an important
mechanism for better understanding how platforms apportion resources to deal with
online content, particularly in languages other than English.* Efforts to combat violence
against women and domestic violence, which include proposals for addressing online

content, could further curb digital transnational repression.*®

It is also worth noting that, to the extent that measures like the Digital Services Act (or
the U.K’s Online Safety Act, mentioned below) are compliant with international human
rights law and are able to effectively protect against technology-facilitated gender-based
violence, such legislation will likely also have a positive effect on protecting women from
being the target of digital transnational repression. However, such legislation is likely
insufficient in and of itself unless it specifically addresses state or state-related actors as
primary perpetrators of digital transnational repression and that this requires a unique
set of policy responses.
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Host State: Germany

Germany is animportant European host country for exiles targeted by transnational repres-
sion. According to the Freedom House dataset on physical acts of transnational repression,
at least 12 foreign governments have targeted their nationals on German territory since
2014.* Germany’s domestic intelligence agency regularly documents selected incidents
oftransnational repression committed by countries such as China, Russia, Turkey, and Iran
in its annual reports.'%? In August 2023, the agency published a warning about an ongoing
phishing campaign against Iranian regime critics in Germany.’*®> Among our study partic-
ipants, human rights defenders of Palestinian-Jordanian, Russian, Iranian, Azerbaijani,
Uyghur, Turkish, and Kurdish backgrounds living in Germany were targeted with digital
threats from what they described as state or state-affiliated actors in their country of origin.

Although several parliamentary inquiries have raised this issue'®

and the current govern-
ment has committed to improving protection for civil society actors at risk of cross-border
persecution, Germany still does not have a dedicated response to transnational repres-
sion. Particularly in cases of digital transnational repression, police often fail to recognize

the political background and thus cannot provide the appropriate support.1®

Host State: U.K.

The U.K., another key destination for perpetrators of transnational repression, estab-
lished a Defending Democracy Task Force in 2022 to “protect the democratic integrity
of the U.K. from threats of foreign interference” and specifically includes transnational
repression as one of the threats to be addressed.'® The U.K. has engaged in legislative
reform, implementing a new Foreign Influence Registration Scheme and adopting the
National Security Act 2023. The Act introduces the offence of foreign interference,**” which
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includes “interfering with the exercise by a particular person of a Convention right in
the United Kingdom” such as freedom of speech.'® In October 2023, the U.K. adopted
the Online Safety Act 2023, which designates foreign interference offences as a priority
offence under the legislation.®® The Act also contains specific provisions regarding steps
to protect women and girls online.**°

The U.K. is also participating in various initiatives to tackle transnational repression led
by the U.S., including efforts to strengthen the cybersecurity of civil society organiza-
tions targeted by transnational repression. For example, in September 2023, CISA and
the U.K. National Cyber Security Centre (UK-NCSC) held the first Strategic Dialogue on
Cybersecurity of Civil Society Under Threat of Transnational Repression.!!

4.3 Growing but Insufficient Responses by Host States

Areview of host state policies addressing transnational repression and its digital dimen-
sions demonstrates an inadequate response. One overarching concern in state responses
to date has been the misguided integration of transnational repression into broader
policies addressing foreign interference. Transnational repression raises a unique set of
human rights violations of diasporaindividuals and communities, while foreign interfer-
ence has been (at least initially) conceptualized as threats that are directed against the
national security interests of a state or democratic processes such as elections.

By prioritizing the foreign interference paradigm to deal with transnational repression,
host states may fail to recognize and specifically address the entire range of transna-
tional repression practices as a series of human rights violations that they are obliged to
protect against and remedy. The lens of foreign interference is too narrow to address this
range of harms. It focuses on competition between states and the targeting of a state’s
territory and institutions by a foreign actor rather than on the expansion of domestic
repression to enclose individuals in the diaspora or in exile who simply happen to reside
in another state. Transnational repression gives rise to a complex interagency issue that
requires collaboration between authorities responsible for areas as diverse as foreign
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policy, security, migration, platform regulation, and violence against women, among
others. Therefore, itis critical that the dominant framework in driving future policy is that
of rights-protection. Only with such an approach can host states avoid creating further
harms by, for example, enacting legislation that ends up securitizing and punishing the
same communities that require protection.

It is also worth underlining that host state responses to transnational repression will
require broader, more systematic reforms. For example, law enforcement agencies
have historically and notoriously failed to address, or even take seriously, gender-
based violence, routinely re-victimizing women while also being a major source of such
violence.'? Finally, host states’ immigration policies which prevent individuals at risk
from receiving lawful status within the host country in a timely manner (or at all) and
engaging in rights-violating extraditions or deportations back to perpetrating states also
form part of a policy fabric that facilitates transnational repression.** Without addressing
these larger issues, policy initiatives around transnational repression will be limited in
their possible positive impacts.
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Nationals Abroad,” Human Rights Watch (February 22) <https://www.hrw.org/report/2024/02/22/
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Section 5: The Role of Social Media
Platforms in Supporting Targets of
Digital Transnational Repression

This section reviews the experiences of research participants with social media platforms
which were considered a significant site of digital transnational repression. We review, at
a high-level, the practices and policies of a subset of social media platforms and conclude
that these companies do not appear to have specific policies or resources dedicated
to preventing digital transnational repression. Further, the implementation of existing
community guidelines and policies has been an abject failure, as reflected in the experi-
ences of research participants who highlighted numerous ways in which their accounts
have been compromised and the lack of responsiveness from these platforms.

5.1 “Soulless Machines”: Seeking Support from Social Media
Platforms

Research participants continued to rely on big social media platforms for information
sharing, advocacy, and activism. Instagram and X were the most mentioned commu-
nication tools used by participants to showcase their work and connect to others. As a
result, these platforms were also the primary sites for threats and attacks against these
women. Perpetrators exploited the technical affordances of these platforms, to manip-
ulate crowd- and algorithm-driven news feeds for the viral distribution of harassment
and defamation. The platforms’ content moderation tools often failed to detect and
prevent online abuse, particularly outside the context of English-speaking communi-
ties. Respondents expressed feelings of abandonment by platforms whenever their posts
came under attack from regime-affiliated mobs leading to their accounts being taken
over, or their posts being muted by false mass reports. Platforms remained unreachable
and mechanisms for redress proved unresponsive.

Several respondents used the available mechanisms to block and report attackers in
response to insults and harassment on social media. Some of them consistently engaged
in this procedure as a means of self-defence and drawing boundaries. A Uyghur journalist
exposed to persistent harassment and defamation from Chinese trolls said she reported
on every platform of the accounts that attacked her: “Whether it's Twitter, Facebook,
Instagram, it doesn't matter. | also block these individuals because when you don't
see them, you won't get triggered. | immediately report individuals who are engaged
in harassment and it reduces their visibility, but also sends a clear message that their
behaviour is unacceptable.”



However, other participants were skeptical about the use of reporting. The sheer number
of accounts involved in threats and trolling made it impossible for individual activists
to flag everything to the platform, given the limits on their time and energy for dealing
with abusive posts. One respondent reflected on the burden on targets to document
and prove the connection between harmful content and state actors to the platform.
Further, reporting threats in languages other than English, such as Uyghur, Persian,
Arabic, Turkish, Mandarin, or Azerbaijani, sometimes required translations which is an
additional burden: “Re-reading or re-watching harsh messages is difficult, and most of the
time, the content of these messages is not easily translatable,” said an Iranian women’s
rights activist and musician.'** Further, social media terminology surrounding breaches
have been inconsistent across platforms, making it difficult for content moderators and
activists to control the onslaught of harassment.!*®

Moreover, perpetrators also learned to exploit the reporting mechanisms against activ-
ists. Anumber of study participants said their profiles on Instagram or X had been blocked
or shut down as a result of mass reporting by their adversaries. The procedures and
decisions behind the blocking of profiles remained opaque. To an Australia-based activist
from the Russian Federation it seemed as if a quota was set for complaints that would
automatically lead to the blocking of a profile, which she viewed as a form of platform-fa-
cilitated censorship that attackers were abusing systematically. A respondent from
Turkey’s diaspora in Germany pointed out that users needed more transparency: “We
need to learn more about why certain posts are removed or profiles deleted. What kind
of profiles have the power to report? Which server engaged in reporting? Maybe there
are a lot of people who create a lot of fake accounts to systematically report posts. There
should be clearer rules as to how and why certain things are removed online.”

Automated content moderation algorithms remained obscure to study participants. A
U.S.-based activist from Russia observed that her Instagram posts depicting examples
of the threats and hate speech directed against her were blocked, while the original
posts were not. She suspected that accounts with a greater number of followers were
monitored more closely. Another Russian anti-war activist based in Poland was uncertain
about the actual practices of content removal: “If | post something offensive against the
Russian government or Russian army, will it be considered as hate speech?” As a result,
these activists had begun to self-censor their Instagram posts, carefully considering words
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and phrasing to avoid triggering the content moderation system or giving a pretext to
report their profile.

Respondents stressed the difficulties of getting profiles reactivated once they had
been shut down as a consequence of mass reporting. Russian activists compared these
platforms to corrupt systems in which inside contacts are needed to obtain some form
of redress and accountability. A Poland-based respondent said that, although she

116 it took three months to

had the support of Access Now’s Digital Security Helpline,
develop an effective engagement with Instagram and have her account reinstated. As
she described: “There is just a feeling that Instagram is a soulless machine which does
not take into account the real needs of activists.” An Iranian women'’s rights defender
also felt ignored by Instagram after her number of followers was massively increased
with artificial accounts, thereby reducing the visibility of her posts. “You can’t establish
any communication into the organization. I've sent many messages, mentioned them,

but there was no reaction.”

As a result of the seemingly arbitrary practices of content moderation and algorithmic
decision making, activists experienced uncertainty and anxiety over how to safeguard
accounts and their content. The prospect of losing a profile with an outreach and
network of contacts built over years was discouraging, especially without any specific
customer service contacts within the platform available to assist. Some attempted to get
their accounts verified in the hopes it would give them better protection against mass
reporting; however, getting the blue checkmark often turned out to be another opaque
process in which rejections came without any explanation from the platforms.

9.2 Social Media Platform Policies on Digital Transnational
Repression

Based on a review of the community guidelines and policies of X, Facebook, and
Instagram, it appears that these companies do not explicitly address digital transna-
tional repression or its gender dimensions.*’” Social media guidelines and policies can,
in theory, capture some of the activity that constitutes this practice by addressing issues
like bullying and harassment, adult sexual exploitation, inciting violence, hate speech,
misinformation, coordinated inauthentic behaviour, doxing, the use of hacked content or
other material containing personally identifiable information that could lead to physical
harm, and dangerous organizations and individuals.

116 Access Now (undated), “Digital Security Helpline,” <https://www.accessnow.org/help/>.

117  An exhaustive review of platforms’ content moderation policies is beyond the scope of this report.
However, the following section highlights some areas of concern with respect to DTR.
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However, there is no specific category within these policies that fully captures digital
transnational repression. Further, these existing policies come hand-in-hand with a
broadly acknowledged failure by social media platforms to enforce them and copious
evidence that technology-facilitated gender-based violence, among other harms such as
the silencing of human rights defenders, is rampant in these forums.*® Research points to
a multitude of causes. For example, content moderation teams may lack native or fluent
speakers of the language or dialect which they moderate.!*® This results in inconsistent
enforcement of guidelines, over-removal of non-harmful content, and the under-re-
moval of speech with linguistic variations and coded language, or which requires cultural
context to interpret.’? A lack of sensitivity to regional differences has been recognized
as particularly harmful to women in the Global South, as women in the Middle East and
Central and South America report higher rates of experiencing and/or witnessing online
violence.'” Demoralized by the lack of follow-up on reported content by social media
platforms, many women do not report harmful content, instead blocking the person
making the post.'?
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Platform design is another aspect of social media that contributes to digital transnational

repression and its gender dimensions.'?* Women’s experiences with harmful content

and inadequate reporting mechanisms can contribute to the retraumatization and the

“responsibilization” of victims (i.e., targets of online abuse “are held accountable for the

perpetrator’s online behaviour and, consequently, are forced to take ownership of the

task of avoiding, preventing, and responding to the abuse perpetrated against them”).

124

Platforms lack functions that would enable targets of online harassment to easily report

to the platform itself or external authorities.’* As one researcher summarized:

In the current techno-social environment, targets of online abuse are required to navigate
a complex (and often inaccessible) network of “solutions” to effectively address their
abuse, creating a Frankenstein-type response. To effectively and holistically address
the abuse, targets must stitch together a variety of insufficient do-it-yourself responses
that rely on the inconsistent support from institutions like the government, the legal
system, and social media platforms. They must focus primarily on personal resiliency and
resourcefulness and rely on the help of family and friends. In some cases, exasperated
by the roadblocks they face, targets of abuse have taken matters into their own hands,
with varying degrees of success.'?®

This reliance on personal resourcefulness underlines the wider failure of social media
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platforms.

Further, in-platform reporting mechanisms are leveraged by government and other
malicious actors against women human rights defenders to stifle their work, notably
through mass reporting campaigns resulting in account and page removal, imperson-
ation with the goal of reporting the activist’s real account as “fake,” and the incorrect

memorialization of human rights defenders’ accounts.*?’

Platforms have been seen to comply with government requests that are not compliant
with international human rights law, while failing to act upon requests by human rights
defenders.'?® For example, while Meta purports its compliance with international
human rights principles,'* the company has previously obeyed government requests by

130 and minority groups.®! Similarly,

removing content posted by human rights defenders
X has complied with requests by removing government criticism in India**? and Turkey.**
Yet, X has refused to abide by government requests in content moderation intended to
make the platform safer for vulnerable communities.'** Despite the pressure for human

content moderation by the E.U.,** X laid off half of its workforce in 2022 including teams
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responsible for content curation, communications, human rights, and machine learning
ethics.”*® Similarly, Meta has made severe cuts to teams working in trust and safety issues
dedicated to misinformation and foreign influence campaigns in an effort to downsize
across Facebook, Instagram and Whatsapp.*®’

While platforms have in the past refused to yield to government requests citing human
rights concerns,'*® this trend appears to be acquiescing to censorship demands in
exchange for market access at the expense of freedom of expression.**® Platforms have

140 and

been placing government-affiliated individuals in decision-making positions
employees of social media companies have been known to be bribed to gain insider
access.! Finally, upon legal request and review, both X and Meta share certain data with
governments, or, in an emergency context, when required to avoid imminent harm.'*?
Over-compliance with such requests and without proper consideration for the practice

of digital transnational repression can lead to further harm.'*?

9.3 Insufficient Responses by Social Media Platforms
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Our desk review of social media platform policies suggests that these companies have
not directed significant attention to the issue of digital transnational repression. While
platforms have implemented community guidelines and policies that address certain
facets of digital transnational repression (e.g., gender-based violence), they have not
succeeded in protecting vulnerable communities and individuals from abuse. This failure
is reflected in the observations of research participants that perpetrators of digital trans-
national repression exploit the technical affordances of these platforms to manipulate
crowd- and algorithm-driven news feeds for the viral distribution of harassment and
defamation, while online abuse and account take-overs and muting through false mass
reports, among other issues, is not detected by the platforms’ content moderation tools
(particularly outside the context of English-speaking communities). At the same time,
participants expressed that platforms remained unreachable and mechanisms for redress
were unresponsive.



Section 6: Policy Recommendations

The past few years have been marked by a growing - albeit insufficient - response to
transnational repression, including digital transnational repression, from host states. To
the extent that host states have enacted some specific policy measures, these positive
developments suggest an emerging understanding of the negative impact of transna-
tional repression on human rights, democracy, and rule of law. However, significant
work remains to be done. As reviewed in the prior section, host states prioritize strategic,
economic, and other interests above human rights. There have been insufficient efforts
to address transnational repression in law and policy, particularly from a human-rights
perspective. Further, social media companies do not directly address digital transna-
tional repression in community guidelines and policies and are riddled by enforcement
issues that suggest greater interest in complying with state demands than in a meaningful
collaboration with human rights and civil society organizations on the protection of exile,
diaspora, and other vulnerable communities.

Researchers have put forward a series of recommendations to address transnational
repression, including its digital dimensions and the proliferation of spyware.** These recom-
mendations address various actors in the transnational repression framework, including
host states, social media and technology companies, and civil society organizations. Other
research gives substantive recommendations on tackling technology-facilitated gender-
based violence, equally focusing on the role of governments, social media platforms and
civil society in preventing and mitigating the harms of digitally-enabled gender inequality
and violence.* In this section, we build on these existing recommendations by focusing
more specifically on how to begin to address gender-based digital transnational repres-
sion, partly drawing on proposals made by research participants.
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6.1

Host States

Women human rights defenders targeted through gender-based digital transnational

repression have repeatedly emphasized the lack of resources and support from host states

in the face of transnational repression and gender-based digital transnational repression.

Their experiences are particularly marked by social isolation and a lack of institutional or

individual support to mitigate the negative effects of this practice. Host state responses so

far have often lacked an understanding of the complex social and political context in which

gend

er-based digital transnational repression takes place and the specific vulnerabilities

that arise from intersecting identities that engage issues of race, gender, ethnicity,immigra-

tion status, and activism. With this background in mind, host states must take the following

measures to address gender-based digital transnational repression.

Explicitly distinguish transnational repression and its digital dimensions from
foreign interference and, in any policy enacted going forward, specifically recog-
nize and respond to the distinct gendered harms experienced by women human
rights defenders in exile or in the diaspora, in particular as targets of this rights-vi-

olating practice.

Ensure that government agencies adopt a “whole-of-government” approach to
addressing gender-based digital transnational repression to ensure that all relevant
agencies and institutions are coordinated in their responses and provide consistent
and coherent information and reporting channels.

Provide easily accessible and safe reporting mechanisms, designed to respect and
protect user privacy, for women human rights defenders living in exile or in the
diaspora to raise concerns about digital transnational repression or other forms of
transnational repression with relevant government agencies.

Proactively consult with civil society and relevant public sector institutions and
agencies to ensure the adequate sharing of information with affected exiled and
diaspora communities regarding government responses to gender-based digital

transnational repression.

Provide financial and other necessary support for community initiatives aimed at

addressing gender-based digital transnational repression, such as:

ensuring easily accessible group and individual counselling services to exiled and
diaspora women human rights defenders;

developing community support groups for exiled and diaspora women human

rights defenders and opportunities for peer-to-peer learning; and

providing regular and tailored digital training, through local organizations,
for exiled and diaspora women human rights defenders who are experiencing
gender-based transnational repression.



® Ensure that relevant institutions and agencies, such as law enforcement and intel-

ligence bodies, receive specific training on gender-based digital transnational
repression and on immigration and legal-status related issues to ensure that appro-
priate support is provided to those who are targeted.

® Facilitate access to justice for targets of gender-based digital transnational repression

by, among other measures, amending state immunity laws to allow civil litigation by
victims to proceed against state perpetrators of transnational repression.

6.2 Social Media Platforms

As our research on gender-based digital transnational repression has revealed, social

media companies are key players in the practice of transnational repression as platforms

like X, Instagram, and Facebook are sites where gender-based digital transnational repres-

sion takes place. Our review of social media policies and guidelines among a small set

of platforms shows that there is little to no specific awareness of digital transnational

repression (or gender-based digital transnational repression). Social media platforms

need to take the following measures to begin to address gender-based digital transna-

tional repression.

® Recognize the problem of digital transnational repression and enact and enforce

community policies and guidelines to specifically address it, including its
gender-dimensions.

Work closely with civil society organizations that support women human rights
defenders in the diaspora or in exile to mitigate gender-based digital transnational
repression by developing and sharing tailored digital security advice and tools, in
consultation with such organizations.

Develop accessible, trauma-informed public reporting channels specifically for
gender-based digital transnational repression that mitigate re-traumatization and
provide human-based support, ensuring that these incidents are quickly and appro-
priately identified and addressed.

Research and publish on the commercial surveillance technology industry,* trans-
parently report on digital threats originating from state actors, and make such
underlying data and related information available to independent researchers who
are studying the surveillance-for-hire industry.

Invest sufficient resources into understanding and mitigating how foreign states
weaponize gender as part of online harassment and disinformation campaigns
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targeted at women human rights defenders in the diaspora and in exile. In partic-
ular, this means hiring employees who speak languages fluently from countriesin the
Middle East, Latin America, Asia, and Africa and who have an advanced social, cultural,
and political understanding of different countries from these regions.

6.3 Civil Society Organizations

Civil society organizations that work with women human rights defenders in exile or in
the diaspora are also key actors in the response to transnational repression. Civil society
organizations should work to provide the following resources.

® Produce briefs to government agencies working on gender-based digital transnational
repression with information regarding the types of interventions that are helpful to
community members and the support required.

® Facilitate and nurture support networks for women in exile or in the diaspora that
address the compounded vulnerabilities of exiled and diaspora women human rights
defenders - several respondents noted that feelings of social isolation were allevi-
ated by understanding that others were experiencing the same threats and impacts.

® Deliver, fund, or facilitate counselling services to women human rights defenders in exile
or in the diaspora as concerns regarding psychological and physical health in the face
of gender-based digital transnational repression were reported by several respondents.

® Include components focused on gender-based and intersectional risks in general
digital security training and education material as respondents noted that while some
had taken digital security courses, gender was not a key focus in these trainings.

® Provide information, legal support, and counsel to women activists in exile or
in the diaspora who decide to report targeting to law enforcement or other host
state institutions.



Conclusion

Through the voices and experiences of 85 interview respondents, this report has shown
that digital transnational repression against women human rights defenders in the diaspora
and in exile is aggravated by a gendered dimension as attacks exploit and weaponize the
fact that targets are women.

Authoritarian governments draw on patriarchal norms and gender hierarchies to extend and
amplify their threats against critics and opponents outside their borders. By relying on invasive
surveillance, online harassment, sexualized threats, abuse, and defamation, authoritarian
regimes fuel hostility against outspoken and politically engaged women in exile and in the
diaspora. As a result, women human rights defenders in exile and in the diaspora face attacks
not only from regime actors, but also a broader range of aggressors, including government
loyalists and even other diaspora or opposition members, who share the same chauvinist
ideas and behaviour. Misogyny thus becomes a powerful tool to silence and punish women
who criticize and demand accountability from the government in their country of origin.
Gendered attacks aim to push women out of public space and inhibit their social and political
participation. Further, our interviews reveal that these attacks build not only on the gender
and sexuality of targets, but also other characteristics of their intersecting identities - such as
their race, ethnicity, religion, disability, or socio-economic class - exacerbating their vulnera-
bility to state-backed repression as well as to racism, xenophobia, misogyny and other forms
of discrimination in their broader host society.

As a consequence of gender-based threats and attacks, research participants described
a series of negative impacts including stress, anxiety, and other harms to their mental
wellbeing. They also experienced limitations on their ability to engage in professional and
activism work, self-censorship, withdrawal from activism, and social isolation. Despite these
overwhelming challenges, the resilience and agency of the women we interviewed in the
face of a constant onslaught of digital threats and violence cannot be overstated. Many of
them continued their activism work and developed innovative tactics to resist the multi-
faceted forms of gender-based digital transnational repression. They mobilized significant
resources (emotional, social, financial, and professional) to mitigate and cope with the
attacks and to protect themselves, their colleagues, and their families.

The demands of such harm-preventing labour were further exacerbated by the lack of
protection and support from host states or social media platforms. The host state has a
crucial role to play in preventing these attacks. Yet, as we observed in our interviews, host
states have failed to take on this role. Usually viewed as safe havens for political exiles,
host states continue to lack adequate mechanisms to protect exiled women human rights
defenders from digital transnational repression. Furthermore, at times they appear to be
influenced by the attacks that authoritarian regimes carry out on exiled activists within the
borders of the host state and end up contributing to or facilitating the repression.



From these findings, we bring forward two central conclusions. First, gender-based digital
transnational repression strikes at the core human rights of women human rights defenders
in exile orin the diaspora by creating an environment of hostility and insecurity. In doing so,
itimpedes their ability to live, speak, and associate freely and securely as women human
rights defenders or journalists without having to fear repercussions from the states and
other power holders they criticize. Second, protecting against gender-based digital trans-
national repression requires the concerted efforts of various stakeholders to counter the
hostility, abuse, and attacks against these women which thrive in the current digital environ-
ment, allowing authoritarian regimes to silence demands for accountability, justice, and
equality, both at home and abroad.

Tackling gender-based digital transnational repression will require not only specific, tailored
action as we have recommended above, but also systemic change. It arises in a broader
socio-technical environment in which technology-facilitated gender-based violence is preva-
lent and where states and non-state actors can easily leverage and exploit existing patriarchy,
sexism, and misogyny to silence critics who challenge their hold on power. In the absence
of functional regulation and protection for women human rights defenders in exile or in
the diaspora, the contemporary online environment - which is defined by the business
practices of social media platforms and actors like the mercenary spyware industry that
facilitates surveillance and targeting of human rights defenders - is a welcoming environ-
ment for this practice. Further, host states, while subject to an obligation to protect human
rights, have designed exclusionary immigration systems that can leave individuals like the
research participants in this study uncertain about their residence status and vulnerable
to deportation or extradition. This environment is amplified by rising anti-migrant rhetoric
and sentiment in many host countries.

While acknowledging that gender-based digital transnational repression is a multi-faceted
and complex problem, our review of host states responses (to gender-based and more
general transnational repression) highlights a failure by states to act and fulfill their obliga-
tion to protect against such human rights violations. We also note that, in our review of
social media platforms, there has been no specific action to protect against gender-based
digital transnational repression by these companies. Already, women experiencing technol-
ogy-facilitated gender-based violence on such platforms are left on their own “to navigate a
complex - and often inaccessible - network of ‘solutions.”**” Our findings indicate that host
states and social media platforms have an urgent obligation to protect exiled and diaspora
women human rights defenders from gender-based digital transnational repression (and
transnational repression more generally) and to be conscious of and specifically address
the gender-dimensions of this practice.
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